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Scenario 1: Gateway-to-Gateway with preshared secrets

The following is a typical gateway-to-gateway VPN that uses a preshared secret for authentication.

Network diagram

$S

AW:14.15.16.17 BW:22.23.24.25

[ -

AL:10.5.6.1 _
Gateway A Gateway B BL:172.23.9.1

Subnet A 10.5.6.0/24 Subnet B 172.23.9.0/24

Gateway A connects the internal LAN 10.5.6.0/24 to the Internet. Gateway A's LAN interface has the
address 10.5.6.1, and its WAN (Internet) interface has the address 14.15.16.17.

Gateway B connects the internal LAN 172.23.9.0/24 to the Internet. Gateway B's WAN (Internet)
interface has the address 22.23.24.25. Gateway B's LAN interface address, 172.23.9.1, can be used for
testing IPsec but is not needed for configuring Gateway A.

The IKE Phase 1 parameters used in Scenario 1 are:

Main mode

TripleDES

SHA-1

MODP group 2 (1024 bits)

pre-shared secret of "hr5xb84l6aa9r6"

SA lifetime of 28800 seconds (eight hours) with no kbytes rekeying

The IKE Phase 2 parameters used in Scenario 1 are:

TripleDES

SHA-1

ESP tunnel mode

MODP group 2 (1024 bits)

Perfect forward secrecy for rekeying

SA lifetime of 3600 seconds (one hour) with no kbytes rekeying

Selectors for all IP protocols, all ports, between 10.5.6.0/24 and 172.23.9.0/24, using IPv4 subnets
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Step-by-Step Configuration Gateway A

Log on to Gateway A using Web Admin Console and follow the steps:

Step 1: Create VPN Policy
Go to VPN — Policy — Create Policy and create VPN policy with following values:

Policy Name: CRA-2-CRB

Using Template: None

Keying Method: Automatic

Allow Re-keying: Yes

Key Negotiation Tries: 3

Pass Data in Compressed Format: No
Perfect Forward Secrecy (PFS): Yes

Phase 1

Encryption Algorithm: 3DES Authentication Algorithm: SHA1
DH Group (Key Group): 2 (DH1024)

Key life: 28800 sec

Phase 2

Encryption Algorithm: 3DES Authentication Algorithm: SHA1
DH Group (Key Group): 2 (DH1024)

Key life: 3600 sec

Step 2: Create IPSec connection
Go to VPN — IPSec Connection —» Create Connection and create connection with the following values:

Connection name: n2n_CRB
Policy: CRA-2-CRB

Action on restart: Active
Mode: Tunnel

Connection Type: Net to Net

Authentication Type: Preshared Key
Preshared Key: hr5xb8416aa9r6

Local server IP address (WAN IP address): 14.15.16.17
Local Internal Network: 10.5.6.0/24

Remote server IP address (WAN IP address): 22.23.24.25
Remote Internal Network: 172.23.9.0/24

User Authentication Mode: Disabled
Protocol: All

Step 3: Activate Connection

Go to VPN — IPSec Connection - Manage Connection and click x against the n2n_CRB connection.
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v Under the Connection status indicates that the connection is successfully activated

Step 4: Establish Connection
To establish connection from Gateway A, go to VPN — IPSec Connection - Manage Connection and

click ® against the connection

L under the Connection status indicates that the connection is successfully established.

Diagnostics

If you are not able to establish the connection, check VPN log from Telnet Console.

1. Log on to Telnet Console using command:
telnet <Gateway IP address>

2. Type 8 in Select Menu number field to go to option “VPN Management”

Main Menu

AA. Appliance Activation

BA. Cyberoam Configuration Wizard
Reszstart Management Serwvices
Metwork Configuration

Suystem Configuration

Route Configuration
Cyberoam Console

=

Cyheroam Management
Upgrade Uersion
Bandwidth Monitor

UPH Management
ShutdownsRehoot Cyheroam
Exit

B0 G0 =] T LR e G D

Select Menu Humbher [B-21: 8

3. Type 3 in Select Menu number field to go to option “View VPN Logs”

UPH Management Menu

Regenerate HEA Key
Restart UPNH Service

Uiew UPN Logs

Uiew Connection Wisze UPH Logs
Advance UPN Logs

FPTP UPH Logs

Exit

Select Menu Mumber [B-61: 3

Refer to http:/kb.cyberoam.com/default.asp?id=305&Lang=1&SID= for understanding logs and
troubleshooting.
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Scenario 2: Gateway-to-Gateway with Digital Certificates

The following is a typical gateway-to-gateway VPN that uses a digital certificate for authentication.

Network diagram

AW:14.15.16.17 BW-22 23.24 25
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Subnet A 10.5.6.0/24 Subnet B 172.23.9.0/24

Gateway A connects the internal LAN 10.5.6.0/24 to the Internet. Gateway A's LAN interface has the
address 10.5.6.1, and its WAN (Internet) interface has the address 14.15.16.17.

Gateway B connects the internal LAN 172.23.9.0/24 to the Internet. Gateway B's WAN (Internet)
interface has the address 22.23.24.25. Gateway B's LAN interface address, 172.23.9.1, can be used for
testing IPsec but is not needed for configuring Gateway A.

The IKE Phase 1 parameters used in Scenario 1 are:
e Main mode

e TripleDES

e SHA-1

e MODP group 2 (1024 bits)

¢ Authentication with signatures authenticated by PKIX certificates; both Gateway A and Gateway B
have end-entity certificates that chain to a root authority called "Trusted Root CA"

o SA lifetime of 28800 seconds (eight hours) with no kbytes rekeying

The IKE Phase 2 parameters used in Scenario 1 are:

e TripleDES

e SHA-1

e ESP tunnel mode

e MODP group 2 (1024 bits)

o Perfect forward secrecy for rekeying

e SA lifetime of 3600 seconds (one hour) with no kbytes rekeying
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e Selectors for all IP protocols, all ports, between 10.5.6.0/24 and 172.23.9.0/24, using IPv4 subnets

Following sections are included:
e Case | — Peers using different CA
e Case Il — Peers using Same CA

Case I: Peers are using different CAs i.e. Gateway A and Gateway B are using different CAs
Step-by-Step Configuration of Gateway A

Log on to Gateway A using Web Admin Console and follow the steps:

Step 1. Generate CA

Go to VPN — Certificate Authority - Manage Certificate Authority and

Click Default certificate authority. If you are generating CA for the first time, enter complete details as
required else modify details if required.

Click Generate/Re-generate

Step 2. Download CA generated in step 1 and forward to the Gateway B.

Go to VPN — Certificate Authority - Manage Certificate Authority

Click Default certificate authority

Click Download. CA is downloaded in tar.gz format. One can unzip the file using winzip or winrar.

This CA is to be uploaded at Gateway B.

Step 3. Obtain and Upload Remote Certificate Authority i.e. CA of Gateway B
Unzip the CA received from the Remote user to extract two files: default.pem and default.der
Go to VPN — Certificate Authority — Upload Certificate Authority

Step 4. Generate Local Certificate

Go to VPN — Certificate - New Certificate and click Self Signed Certificate to create certificate. Create
certificate with the following value:

Certificate name: AHMD_cert

Valid upto: Specify as per your requirement
Key length: Specify as per your requirement
Password: Specify as per your requirement
Certificate ID (Email): john@e******* com

Step 5. Download Default CRL and forward to Gateway B

Go to VPN — Certificate Authority - Manage CRL
Click Download

This CRL is to be uploaded at Gateway B.

Step 6. Obtain and Upload CRL of Gateway B

Go to VPN — Certificate Authority - Upload CRL
CRL Name: Specify as per your requirement
CRL File: Provide file path of the CRL of Gateway B
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Step 7. Create IPSec connection
Go to VPN — IPSec Connection — Create Connection and create connection with the following values:

Connection name: n2n_AHMD
Policy: Default Policy

Action on restart: Active
Mode: Tunnel

Connection Type: Net to Net

Authentication Type: Digital Certificate
Local Certificate: Select Certificate created in step 4 i.e. AHMD_cert

Remote Certificate: Select ‘External Certificate’. Alternately if certificate DLH_cert used by Gateway B is
available on Gateway A, you can select that certificate.

Local server IP address (WAN IP address): 14.15.16.17
Local Internal Network: 10.5.6.0/24

Local ID: Automatically displays ID specified in the Local certificate created in step 4 i.e.
john@e****** com

Remote server IP address (WAN IP address): 22.23.24.25
Remote Internal Network: 172.23.9.0/24
Remote ID: dean@e******* com (provided by Gateway B Administrator)

User Authentication Mode: Disabled
Protocol: All

Step 8. Activate Connection

Go to VPN — IPSec Connection —» Manage Connection and click x against the n2n_AHMD
connection.

v under the Connection status indicates that the connection is successfully activated

Step 9. Establish Connection
To establish connection from Gateway A, go to VPN — IPSec Connection —» Manage Connection and

click * against the connection

o under the Connection status indicates that the connection is successfully established.

Diagnostics

Same as Scenario 1
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Case II: Peers are using trusted third party CA e.g. Verisign, Microsoft
Step-by-Step Configuration of Gateway A

Log on to Gateway A using Web Admin Console and follow the steps:

Step 1. Obtain and upload third party CA
Go to VPN — Certificate Authority — Upload Certificate Authority

Certificate Authority Name: Specify as per your requirement
Certificate Format: As provided by third party CA
Certificate: File path of third party CA

Click Upload

Step 2. Obtain and Upload Certificate from third party CA
Go to VPN — Certificate - New Certificate and click Upload Certificate

Certificate name: Specify as per your requirement
Password: Specify as per your requirement

Confirm Password: Same as specified in Password field
Certificate: File path of Certificate

Private Key: File path for Private key

Step 3. Obtain and Upload CRL from third party CA

Go to VPN — Certificate Authority - Upload CRL
CRL Name: Specify as per your requirement
CRL File: File path of the CRL

Step 4. Create IPSec connection
Go to VPN — IPSec Connection — Create Connection and create connection with the following values:

Connection name: n2n_AHMD
Policy: Default Policy

Action on restart: Active
Mode: Tunnel

Connection Type: Net to Net

Authentication Type: Digital Certificate
Local Certificate: Select Certificate uploaded in step 2
Remote Certificate: Select “External Certificate”

Local server IP address (WAN IP address): 14.15.16.17

Local Internal Network: 10.5.6.0/24

Local ID: Automatically displays ID specified in the Local certificate uploaded in step 2 i.e.
john@e*****,com

Remote server IP address (WAN IP address): 22.23.24.25
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Remote Internal Network: 172.23.9.0/24
Remote ID: dean@e******.com (Provided by Gateway B Administrator)

User Authentication Mode: Disabled
Protocol: All

Step 5. Activate Connection

Go to VPN — IPSec Connection —» Manage Connection and click x against the n2n_AHMD
connection.

v under the Connection status indicates that the connection is successfully activated

Step 6. Establish Connection
To establish connection from Gateway A, go to VPN — IPSec Connection - Manage Connection and

click ® against the connection

® under the Connection status indicates that the connection is successfully established.

Diagnostics

Same as Scenario 1
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