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1. Scenario 1: Client-to-gateway with pre-shared se

1.1 Scenario Setup

172.23.9.0/24

[ + ANNN_ s — +
| Client A |=====| Internet |=====| Gate way B |----|
oo +AW  \--v-v-v-v-/ BW+---- e +BL |
Dynamically assigned 22.23.24.25 172.23.9.1 |-
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1.2 Using the Configuration Assistant

Confirmation

There iz no profile for the WP dial-upl
“ul

Do you want ko use the Configuration Azziztant
far generating a prafile now?

crets
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Destination Assistant E|
Connection Hame [ B
Enter the name of the connection - ln

The connection may be given a dezcrptive name; enter a name in the following figld.

Mame of the connection
]Gateway B with Pre-Shared Kep

Cancel

Destination Assistant E|
Link type [Dial up configuration] » B
Select the media tppe of the connection, - ln

[retermine how the connection to the corporate network, should be establizhed. |F the internet iz
to be uzed wia modem, zet the communication media to “'modem’’ and then zelect the
appropriate modem.

@ Communication media : 1 ISDH _LJ

I1SDM
b cdem

+D5L [PPPoE) g
PETP

I # $ % &
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Destination Assistant E]
YPN gateway parameters » B
To which YPM gateway should the connection be establizhed? - ln

Enter the DMNS name [i.e. vphzerver. domain. com) or the official P address (e, 212.10.17.29] of
the %P gateway pau want to cannect ta.

Gateway
' |22.23.24.25
[ Use extended authentication [HaUTH)

m Uszermame
|

Pazzword Passward [Confirm]

l I

914

Destination Assistant E]
Pre-shared key » B
Common zecret for data encyption - ln

A shared zecret or pre-shared key iz uzed to encrypt the connection; thiz then needs to be
indentizally on bath sides (PN client und YPH gateway).
E nter the appropriate walue for the IKE 1D according to the zelected 1D type.

%% Pre-zhared key
Shared zecret Confirm secret :
@ Local identity
= Type: ]IF' Addresz L]
ID: ]
< Back

"#S S $1 s 1

NG 11
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1.3 Checking/Modifying the Configuration

D D-Link VPN Client Mi=E3

Connection REala@Ea® Log  Swindow  Help

ngs Dutzide Line :

Extended Firevall Setti%s

Cukside Line Prefi

-En:ufile :
DFL-1500 [k

Logon Options
Profile Settings Backup

Client

Connect D-Link
Statistics:
Titme anline: 00:00:00 Timeout (sec): ]
Data (Tx) in Byte: 0O Direction: out
Cata (Rx)inByte: 0 Link Type: Cam
Speed (KBytesfz) 0,000 Encryption:

A % #8&$ 4E 4

Profile Settings

“Aywailable Profiles ) : -
Profile Mames Phone Mumber/Link Type
DFL-300 LAM ~
DFL-500 [PPPoE] #D5SL [PPPoE) Mew Entry
DFL-500 LA
DFL-700 [Modemn] <PhoneMumbers Duplicate
DFL-700 LaN
DFL-80 LAN Delete
DFL-300 LAM
DI-804hy [PPPoE] «D5L [PPPoE] Help
DI-804hy LAN
DI-824vup+ LAM Cancel
[Gateway B with Pre-Shared Kep

ok

#1

$ 2 $ ' 2
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## +
F! ) # #&$
Profile Settings Gateway B with Pre-Shared Key [Z|
P ~IPSec General Settings
General Settings i ;
|dentities betean |22'23'24':25
IF &ddress Assignment A
Femaote Metworks FalERs :
Firgwall Settings @ IKE policy : iautnmatic rnode ;j
IPSec palicy : iautu:umatiu: mode _:_!

Advanced options
ﬁ Ewch mode : lMain Mode lj
EFS group: | DH-Giroup 2 (1024 Bit) |
[ Usze P compression [LZ5)
" Disable DD (Dead Peer Detection]|

Help I 1] | Cancel ]
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1.4 Establishing the connection




