Tech Note

VPN Consortium Interoperability Profile for SonicOS Enhanced

This document describes how to configure a SonicWALL Internet security appliance running SonicOS Enhanced to
implement the VPN Consortium IPsec Interoperability specification (http://www.vpnc.org/InteropProfiles/Interop-01.html).

This document contains the following sections:

Gateway-to-Gateway with Preshared Secrets Deployment Scenario Overview
Setup Process Tasks

Setup Procedures

Diagnostics

Scenario 1: Gateway-To-Gateway with Preshared Secrets

The following is a typical gateway-to-gateway VPN that uses a preshared secret for authentication.

Gateway A Gateway B

AW 14.15.16.17
WAN interface X1
for external network

BW: 22.23.24.25
WAN interface X1
for external network
=y D“"‘i-_ e S_D‘__“‘f___ s .
Lo
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AL: 10.5.6.1 BL. 172.23.9.1
LAN interface X0 LAN interface X0
for internal network for internal network
Subnet A Subnet B

(( toseoza ) (( r2zssoza )

Gateway A connects the internal LAN 10.5.6.0/24 to the Internet. Gateway A's LAN interface has the address 10.5.6.1,
and its WAN (Internet) interface has the address 14.15.16.17.

Gateway B connects the internal LAN 172.23.9.0/24 to the Internet. Gateway B's WAN (Internet) interface has the

address 22.23.24.25. Gateway B's LAN interface address, 172.23.9.1, can be used for testing IPsec but is not needed for
configuring Gateway A.
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The IKE Phase 1 parameters are:
e Main mode
TripleDES
SHA-1
MODP group 2 (1024 bits)
pre-shared secret of "hr5xb8416aa9r6"
SA lifetime of 28800 seconds (eight hours) with no kbytes rekeying

The IKE Phase 2 parameters are:
e TripleDES
SHA-1
ESP tunnel mode
MODP group 2 (1024 bits)
Perfect forward secrecy for rekeying
SA lifetime of 3600 seconds (one hour) with no kbytes rekeying
Selectors for all IP protocols, all ports, between 10.5.6.0/24 and 172.23.9.0/24, using IPv4 subnets

Setup Process Tasks

Connect Management Workstation to SonicWALL security appliance Lan Interface (X0)

Set IP address of Management Workstation to 192.168.168.200

Log into the Management GUI of the SonicWALL security appliance using a current Web browser.

Change the IP address of the internal (LAN/XO0) interface to 10.5.6.1 and apply the changes

Set IP address of Management Workstation to 10.5.6.200 and login again to the SonicWALL security appliance
Change the IP address of the external (WAN/X1) interface to 14.15.16.17 and apply the changes

Create new VPN Policy

Specify Destination Network(s), IKE Phase 1 and Phase 2 properties

ONoUOR~WONE

Setup Procedures

Connect one end of a CAT5 network cable into the LAN (X0) port of your SonicWALL security appliance. Connect the
other end of the cable into the computer you are using to manage the SonicWALL security appliance. If the network card
on the management station is not Auto-MDIX (Automatic medium-dependent interface crossover) a crossover type
network cable will be required.

Set the IP address of the Management Workstation to:

2
General | IP Address: 192.168.168.200
o sy, Dl o noee 1o e ot ot s o Subnet Mask: 255.255.255.0
eGP Default Gateway: 192.168.168.168
" Dbtain an IP address automatically
[ et el e The default network configuration of the SonicWALL security appliance LAN (X0)
Lpbddtmk I% interface is an IP address of 192.168.168.168 with a 24 bit Subnet Mask
Dot ey EEEEEEEY (255.255.255.0) Now that both the management workstation and SonicWALL
security appliance are configured on the same subnet, it is possible to log into the
- Ebtmewagmidtddlw Management GUI of the SonicWALL security appliance.
Freferred DS server ]
Alternate DMS server. .
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Log into the SonicWALL security appliance’'s Management GUI using a current Web browser. Open a Web browser and
enter https://192.168.168.168 (the default LAN management IP address) in the Location or Address field. The
Management Interface displays and prompts you to enter your user name and password. Enter admin in the User Name
field, password in the Password field and press the Login button.

SONICWALL >
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Proceed to the Network > Interfaces page. Under the Interface Settings section, configure the IP Address of the X0 (LAN)
port by clicking on the notepad icon. This will bring up the Edit interface dialog page.

SONICWALL>

System
MNetwork

Setup Wizard... Clear Statistics F

IP Address IP Assignment

Subnet Mask Status Comment Configure
LAN 192.168.168.168 255.295.255.0 Static 100 Mbps full-duplex Default LARN “Q

WAN 0.0.0.0 0.00.0 oHer [URERew Mo link Default WAN {Edi this ertry]

Unassigned 0.00.0 0.0.0.0 MNi# Na link

Unassighed  0.0.0.0 0.0.0.0 Nis Mo link W

On the Edit Interface - X0 - dialog page, enter the IP address of 10.5.6.1 and click ok. Note, this change is immediate and
you will lose connectivity to the SonicWALL security appliance.

<z} Edit Interface - X0 - Microsoft Internet Explorer: =101 =<1

General

Interface 'X0" Settings

Zone Le =

IP Assignment [Static =]

IP Address 1056 1

Subknet Mask: [o85 2652850
Comment [Dafaui LA

Management I HTTP | HTTPS I Ping [ SHMP
User Lagin I~ HTTR [ HTTPS

I Add rule to enable redirect from HTTP ta HTTPS

[ o< W coco W e |
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You will see this notice on the bottom of the page to inform you that the browser is now trying to reconnect to SonicWALL

security appliance. This will not be possible until you change the IP address of the management PC to match the new IP
addressing.

Status: X0 IP address changed. Reconnecting to 10.5.6.1.

Set the IP address of the Management Workstation to:

Internet Protocol {TCP/IP) Properties ﬂﬂ

— IP Address: 10.5.6.200
Subnet Mask: 255.255.255.0
E’c?:”g“s}}ﬁiiajt:nlij%ﬁ%ijé%”ﬁéi“.f22&'“;1'3."ni?x'n,”i‘;é”m'ikné?.ﬂ?n”.".i. Default Gateway: 10.5.6.1
B Now that both the management workstation and SonicWALL security appliance are
—— R configured on the same subnet, it is possible to reconnect to the Management GUI
itk [ 7% &, 0 of the SonicWALL security appliance.

Default gateway: 0. & [ 1

€ Obtain DHE server addiess automatically

—f= Use the following DNS server addresses:

Frefemed DNS server. 5

Alternate DNS server. 5

oK :5 | Cancel

Log into the SonicWALL security appliance again and go back to the Network > Interfaces page. The X0 LAN interface is
now configured and we can now configure the X1 WAN interface by clicking on the notepad icon. This will bring up the
Edit interface dialog page.

SONICWALL >

Systern
Network

Network > Interfaces | Setup Wizard... Clear Statistics F

Interface Settings

Mame Zone IP address Subnet Mask IP Assignment Status Comment Configure
LAN 10861 295.295.2495.0 Static 100 Mbps full-duplex Default LAMN w
WAN 0.0.00 0.0.00 pHor PURERew | Mo link Default WaN *f
Unagsigned 0.0.0.0 0.0.0.0 TiA Mo link {Edit this entry]
Unassigned 0000 0.0.00 A, Mo link @
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On the Edit Interface — X1 - dialog page, change the IP Assignment to Static and enter the IP address of 14.15.16.17.

/3 Edit Interface - X1 - Microsoft Internet Explorer
The Default Gateway and DNS Servers should also

be entered at this time. Also, if desired, you can
enable Web management from the WAN on the
SonicWALL security appliance by selecting the
Tl AN HTTPS radio button.

IP Assignment: IStatic 'l

IP Address: [14.15.16.17 Click OK to continue.
Subnet Mask: [255.255.255.0

General

Interface "X1' Settings

Default Gateway: ID.D.D.D

DMS Server 1: |D.D.D.D

DMS Server 2 |D.D.D.D

DMS Server 3: ID.D.D.D

Camrnent: |Defau|t AN

hanagement: [T HTTE [ HTTPS I Ping [ SHMP
User Login: [ HTTP [ HTTPS

™ Add rule to enakble redirect from HTTP to HTTPS

o< i corcd W ob |

The Network > Interfaces page now shows both the LAN and WAN ports correctly addressed. It is now time to create the
VPN policy for Gateway B.

Network »> Interfaces I Setup Wizard... I Clear Statistics F

Interface Settings

Name IP Address Subnet Mask Status Comment

IP Assignment Configure

o LAN 10561 255,255.255.0 Static 100 Mbps full-duplex Default LAN w

#1 AN 14181617 256.255.255.0 Static 100 Mbps full-duplex Default WaAN @

K2 LUnassigned 0.0.0.0 0.0.0.0 [iA Mo link w

®3 Lnassigned 0.0.0.0 0.0.0.0 [HiA Mo link @9
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From the navigation bar on the left, click on ‘VPN’, this will bring up the ‘VPN > Settings’ page. In the 'VPN Global
Settings’ section, make sure the ‘Enable VPN’ radio button is selected. In the ‘VPN Policies’ section, click on ‘Add’ to

create the new VPN policy for Gateway B.

VPN > Settings VPN Policy Wizard... Apply I Cancel IT

VPN Global Settings

¥ Enable VPN

Unique Fireweall Identifier: [0006E111086C

VPN Policies ftems |1 to2iofz B [0
I # Name Gateway Destinations Crypto Suite Enable Configure
I 1 WA GroupvPn ESP 3DES HMAC SHAT (IKE) [} @
™ 2 WLAN GroupyPN ESP 3DES HMAS SHAT (IKE) O {\f}

Add a new entry

Site To Site Policies: 0 Policies Oefined, 0 Policies Enabled, 50 Maximum Policies Allowed

GroupyPM Folicies: 2 Policies Defined, 0 Policies Enabled, 8 Madmurn Policies Allowed

The ‘VPN Policy’ window will then appear.

/2 ¥PN Palicy - Microsoft Internet Explorer _1o]x]

General

Security Policy

IPSec Keying Mode IIKE using Preshared Secret

Marmne |T0 Gateway B

IPSec Primary Gateway Name or Address I22.23.211.25

IPSec Secondary Gateway Name or Address: |

Shared Secret |hr5x B4 152015

Local IKE ID (optional) [IP Address =i

Peer IKE ID (optionaly: |IP Address j |

o e [ b |

e alaia Al

On the ‘General’ tab page:

Select “IKE using Preshared Secret” from the ‘IPSec
Keying Mode:’ dropdown box.

Enter a ‘Name:’ for the VPN policy. In this example, “To
Gateway B”

Then enter the IP address of Gateway B in the ‘IPSec
Primary Gateway Name or Address:’ field. In this
example, “22.23.24.25”

Then enter the preshared secret in the ‘Shared Secret:’
field. In this example, “hr5xb8416aa9r6”.

Next select the ‘Network’ tab.

SONICWALL>
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On the Network Tab,

ioix| In the ‘Local Networks’ section,

Metwork

Select the radio button next to ‘Choose local network
LoCallINetW kS from list’ and select “LAN Primary Subnet” from the
#* Choose lacal network fram list LAN Subnets j dl’Op-dOWI’l bOX

" Lacal netwark altains IP addresses using DHCP thraugh this YPN Tunnel

- Any address

In the ‘Destination Networks’ section,

Destination Networks

" Use this YPM Tunnel as default route far all Internet traffic Select the radlo button next to ‘Choose des“na‘“on
" Destination network obtains IP addresses using DHGP through this VPN Tunnel network from Ilst’ and Se|eCt “Create NeW Address
Rl e L L T - Select Remote Network-- [ | object” from the dropdown box. This will bring up the
--Select Remate Network-- “ . T : .
C il ol = Add Address Object” dialog to create the address object
for the LAN behind Gateway B.

Create new address group...

| o [ bep |

The address object is for the LAN behind the Gateway B.

4} Add Address Object - Microsoft Ink ] B3

The ‘Name:’ is “Gateway B LAN”

Narne: [Gateway B LAN The ‘Zone Assignment:’ is “VPN”
Zone Assignment | VPN | The ‘Type:’ is “Network”

. == i The ‘Network:’ is “172.23.9.0".

e The ‘Netmask: is “255.255.255.0"
Netwark: 1722380

Netmask: [256.255.255.0

Click ‘OK’ to finish.

| Ready

Ok [\J Cancel
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The Networks are now configured with the correct Local and Destination networks. Next, click on the Proposals tab.

/2 ¥PN Palicy - Microsoft Internet Explorer _1alx]

Metwork

Local Networks

% Chaose local network from list ILAN Subnets j

" Local network obtains IF addresses using DHCP through this WPM Tunnel

" Any address

Destination Nebtworks

" Use this YPM Tunnel as default route for all Internet traffic
" Destination network obtains IP addresses using DHCP through this YPM Tunnel

¥ Choose destination network fram list

ok e [ b |

On the ‘Proposals’ tab make sure the correct values are entered for both Phase 1 and 2 proposals.

-l0lx|  For the ‘IKE (Phase 1) Proposal’ section:
Pronozals ‘Exchange:’ is “Main Mode”

‘DH Group' is “Group 2"

‘Encryption’ is “3DES”

Echange: [Main bode ‘Authentication’ is “SHA1”

DH Group [ Group 2 ‘Life Time (seconds)’ is “28800"

Encryption |3DES

Authentication [5hAT For the ‘Ipsec (Phase 2) Proposal’ section:

Life Tirme (seconds): FEE ‘Protocol’ is “ESP”

‘Encryption’ is “3DES”

‘Authentication’ is “SHA1”

‘DH Group’ is “Group 2"

BT |3DES ‘Life Time (seconds)’ is “3600”

Authentication: |SHA1

IS el e e e oy Enable Perfect Forward Security checked.
DH Group |Gmup 2

Life Time (seconds) IEBDU

IKE (Phase 1) Proposal

Ipsec (Phase 2) Proposal

Protocal: |ESF'

Click ‘OK’ to finish.

o e B ep |
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The VPN Policy has now been successfully created.

VPN > Settings VPN Policy Wizard... I Apply Cancel F

VPN Global Settings

¥ Enable vPN

Unigue Firewall [dentifier: 10061711066

VPN Policies Itemsl1—t03 ofay B < [0
W # Name Gateway Destinations Crypto Suite Enable Configure
7 1 WAN GroupyPR ESP 3DES HMAC SHAT (IKE) O Eﬁ)

[T 2 WLAN GroupvPN ESP 3DEE HMALC SHAT (IKE) O %{}
[T 3 To Gateway B 22232425 17223.9.1-17223.9.250 ESP 3DES HMAC SHAT (IKE) ~ @ ﬁ

Next, from the main navigation bar on the left, click on ‘VPN’, then ‘Advanced’ this will bring up the ‘VPN > Advanced VPN
Settings’ page. In the ‘Advanced VPN Settings’ section, deselect the ‘Enable NAT Traversal’ radio button. This is will
disable NAT Traversal and ensure interoperability with devices that use different draft versions of the NAT-T specification.
Click Apply to update the configuration. The VPN policy configuration is now complete.

so"lcw‘[l > COMPREHENSIVE INTERNET SECURITY
System
Metwork VPN > Advanced VPN Settings | Apply | Cancel F
SanicPaint k o n

.

Firewall Advanced VPN Settings S

YoIP
¥ Enable IKE Dead Peer Detection

Dead Peer Detection Interval (seconds) IBD

Failure Trigger Level {missed heartheats) |3

™ Enable Dead Peer Detection far ldle vpn sessions
Dead Peer Detection Interval for 1dle von sessions (seconds) [B00
I Enable Fragrmented Packet Handling

% lgnare OF (Dont Fragments Bit

™ Enable MAT Traversal

¥ Clean up Active tunnels when Peer Gateway DNS name resolves to a diferent IP Address

Users I Preserve IKE Partfor Pass Through Connections

Harchware Failover ™ Enable OCSP Checking
Security Services

OCSP Responder URL
Log

\iizards

™ gend vprtunnel traps only when tunnel status chanoes

Help

Logout

Status: Ready
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To activate the VPN Policy, send traffic through the VPN tunnel. When the VPN policy establishes the connection, it will
appear in the Currently Active VPN Tunnels section and a green dot will be shown in the VPN Policies section.

VPN > Settings I VPN Policy Wizard... I Apply I Cancel F

VPN Global Settings

¥ Enahle ¥FN

Unigue Firewall [dentifier; IUUDEB1 1106EC

VPN Policies |tems|1—to 2fof 3 [ < B
W # Name Gateway Destinations Crypto Suite Enable Configure
[T 1 WAN GroupPh ESP 3DES HMAC SHAT (IKE) O &}
[T 2 WLAN GroupyPR ESP 3DES HMAC SHAT (IKE) (Il %}
[T 3 ToGateway B 22232426 @ 17223.91-172.23.9.255 ESP 3DES HMAC SHAT (IKE v &} ﬁ
Add. . Dzlatz Delete All

Site Ta Site Policies: 1 Palicies Defined, 1 Palicies Enabled, 30 Maximum FPalicies Allowed

GroupFPM Folicies: 2 Policies Defined, 0 Policies Enabled, 8 Maximum Folicies Allowed

currently Active VPN Tunnels tems|! o1 @rn) K1 QD 0]

Mame Remote Gateway

To Gateway B 10.56.1-10.5.6.255 172.23.81-172.23.9.255 22232425 Renegoatiate | ﬂ =

1 Currently Active ¥PrM Tunnels
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Diagnostics

The Diagnostic Tools are located on the System > Diagnostics page. To test network connectivity you can pick Ping

from the list of Diagnostic Tools.

System > Diaghostics

Tech Support Report

™ PN Keys ™ ARP Cache
I DHCP Bindings [ IKE Info

Download Report |

Diagnostic Tools

Diagnostic Tool: |F'ing

Ping

System > Diagnostics

Tech Support Report

™ WP Keys ™ ARP Cache
™ DHCP Bindings I IKE Info

Download Report |

Diagnostic Tools

Diagnostic Tool: |F'ing

Ping

Ping host or IP address:  [172.23.9.1| Ping host or IP address:  [22.23 24 2]

ooy e

The Logs are also very useful in troubleshooting the VPN. The logs are located on the Log > View page.

Log View |tems|1 to 7 (of 73 [ <1 [ [J

Time ¥ Destination

Priority Category

Message

087232004 IE negotiation camplete. Adding
1 {aiagasng Mo VPN IKE ey 14151617 22.23.24.25
08/23/2005 IKE Initiator: Accepting IPSec 10.5 6.0 255 255 256 00 -=
2 yg1322400 O VRN IKE proposal (Phase 2) 14151847 32332435 175 93 0.0/265.255.255.0
08/23/2005 IKE Initiator: Start Quick Mode 141561617, 22.23.24.15
3 yg1322288 M MRS (Phase 2). 500 500
4 0812372004 i PN IKE IKE Initiator: Main Mode camplete 14151617, 22.23.24.25  3DES SHA1 Graup 2
19:13:22.288 Phase 1) 500 500 lifeSeconds=28800
MAT Discovery : Mo MATMAPT
08/23/2005 : 141561617, 22.23.24.15
il 161332 289 Info WP IKE dewcg detected between IFSec 500 500
Security nateways
08/23/2005 IKE Initiator: Start Main Made 14151617, 22.23.24.25
® Jo1322192 M0 AR negotiation (Phase 1) 500 500
08/23/2005 Firewall
! yg1312688 10O Logging CCBeeEl
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