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o Sl L s WatchGuard Firebox X Core Series

Interoperability Profile

OVERVIEW

This document describes how to configure Firebd2oXe Series to implement Scenario 1 that the
VPN Consortium specifies in “Documentation Profifes|PSec Interoperability”,
(http://www.vpnc.org/InteropProfiles/Interop-01.hjml

Typical VPN Configure

Figure 1ldepicts a typical gateway-to-gateway VPN topology.
Figurel Gateway-to-Gateway VPN Topology
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+ Gateway A connects the internal LAN 10.5.6.0/2th®Internet. Gateway A's LAN interface
has the address 10.5.6.1, and its WAN (Interné&t)fizce has the address 14.15.16.17.

+ Gateway B connects the internal LAN 172.23.9.02the Internet. Gateway B's WAN
(Internet) interface has the address 22.23.24.3%V&y B's LAN interface address,
172.23.9.1, can be used for testing IPSec buttis@eded for configuring Gateway A

The IKE Phase | parameters used in Scenario 1 are:

Main mode

Triple DES

SHA-1

MODP group 2 (1024 bits)

pre-shared secret of "hr5xb8416aa9r6"

SA lifetime of 28800 seconds (8 hours) with no lesytekeying

The IKE Phase 2 parameters used in Scenario 1 are:

Triple DES

SHA-1

MODP group 2 (1024 bits)

Perfect forward secrecy for rekeying

SA lifetime of 3600 seconds (one hour) with no lesytekeying

Selectors for all IP protocols, all ports, betwédéb.6.0/24 and 172.23.9.0/24, using IPv4
subnets.
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Install WatchGuard System Manager

If you had installed the WatchGuard System Manaayea activated the Firebox, go ahead,
otherwise please clidkereto get information for how to install and activébe Firebox.
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Basic Configuration Setup

When finished installing the WatchGuard System Mgnayou can use the WSM to configure the
Firebox.
SteplStarting WatchGuard System Manager
From the Windows Desktop, select
Start > All Programs > WatchGuard System Manager 9 > WatchGuard System Manager
WSM Main Screen appears
Figure2 WSM Main Screen
& WatchGuard System Manager CEx
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Step2 Connecting to a Firebox

1. SelectFile > Connect to Device

Ia or Click the Connect to Device icon on the Watch@ugystem Manager toolbar. The icon
is shown on the left.

The Connect to Firebox dialog box appears.

Figure3 Connect to Firebox dialog box

Connect to Firebox @

Please enter the IP address and status AnN hGuard
passphrase of your Firebox. \WJ'.'U.C NGuard

Mame /IP Address: 10.5.6.1 w }
Passphrase:

[ al|
Timeout: |25 |3 |seconds

[ Login l[ Cancel ][ Help ]

2. In the Firebox drop-down list, input the IP aeklr of Gateway A. Be sure the IP address of the
PC is in the same subnet with the Gateway A. Famgte, configure your PC’s IP address as
10.5.6.100, submask is 255.255.255.0.

3. Input the status (read-only) passphrase. Kezpttier default value and clitlogin.

The Firebox appears in the WatchGuard System Manaipelow

Figure4 WSM Manager window
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& WatchGuard System Manager
File Edit Tools Window Help

(Tl +RAEE® KT

Device Status }

.5.6.1 - Firebox X 1250e running Fireware v3.1
, Firehox Status
7 Certificates

(&P Sranch Office YPN Tunnels

I Mobile User VPN Tunnels

(@ PPTR User VPN Tunnels

Resdy

Step3Opening Policy Manager

To bring up the Policy Manager window, from the Weuard System Manager window:
Select the Firebox whose Policy Manager you warse® and seledols > Policy Manageror
click the Policy Manager icon on the WatchGuardt&ysManager toolbar (shown below).

a

The Firebox Policy Manager appears
Figure5 Policy Manager window

7 1250e-up.xml - Fireware Policy Manager
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Step4 Configure Firebox Interfaces
1. From Policy Manager, selelietwork > Configuration or click the Network Configure icon on

the WatchGuard System Manager toolbar (show below)

im
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The Network Configuration dialog box appears.
Figure6 Network Configure dialog box

Network Configuration E|
nterfaces’| vLan | WINSDNS | Dynamic DNS | Muti-wan
Select the interface you want to ecit, then click Configure. You must configure an external
interface for your Firebox to operate correctly
[] Configure Interface in Drop-In mode
Interf...  Type Mame (Alias) IP Address MIC Config
0 External External 14. 15. 1&. 17/24 AutoNegotiate
1 Trusted Trusted 10. 5 . & . 1 /24 AutoNegotiate
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
ok | [ cancel ][ Hew

+ Configure the External Interface

1. In the Interface Tab, select external interf@cerface 0). ClickConfigure.
The external Interface Settings dialog box appears.

Figure7 External Interface Settings dialog box

¢ Interface Settings - Interface # 0 @1

| Secondary | Advanced|

Inter face Name (Allas}): |External |

Interface Description: | |

Interface Type: |External |
(& Use Static IP
IP Address: [ 14151517024 v
Default Gateway: | 1415161 v |

(7 Use DHCP Cliert

Host P

(O Use PPPOE

2. In the General Tab, seledse Static IR, in thelP Addressfield, enter the IP address of the Public
interfacefor Gateway A, Use slash notation to specify nekst4.15.16.17/24

3. Configure thdefault Gateway, setl4.15.16.1shown above.

4. Click OK, The Manager returns to thieetwork Configure dialog.

+ Configure the Internal Interface

1. In the Interface Tab, select trusted interfacte(face 1), ClickConfigure.

The trusted Interface Settings dialog box appears.
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Figure8 Trusted Interface Settings dialog box

7 Interface Settings - Interface # 1 @

éGEHera\'i Secondary | Advanced|

Interface Name (Alias) |Trusled |

Interface Description: | |

Interface Type: !Trus{ad

S| [=£]

P Addrass | 10581728

(O Disable DHCP
@ Use DHCP Server

Address Pool:

Starting IP Ending IP I
0562 1056254

Reserved Addresses:

|Reservation Name Reserved P MAC Address I [ Acd

DNS Servers: (if not defined, use the Network DNS Servers)

Domain Mame: | |

Leasing Time | 8 hours |

© User DHCP Reiay
2. In the General Tab, in tH® Addressfield, input10.5.6.1/24as the IP address of the internal LAN

interface for Gateway A, shown above.

3. If you want to configure the Firebox as a DH@Pver for trusted networks behind the Firebox,
select thadse DHCP ServerClick Add next to theAddress Poolbox.

The Add Address Range dialog box appears.

Figure9 Add Address Range dialog box

¢ Add Address Range X

4 Define an address pool by specifying a starting
¥ and ending IP addresses on the same subnet.

Starting address: | L. v|

Ending address: | o v|

[ QK H Cancel ]

4. Specifystarting andending IP addresses on the same subnet as the trusiedrkehere we
input starting IP address 48.5.6.2and ending IP address H3.5.6.254

[Notd: Starting and Ending IP address cant be samehesprimary network and broadcast IP.
6. Click OK.

7. From Policy Manager, clidkile > Save > Td-irebox, or Click theSave to Fireboxicon on the
Policy Manager toolbar, the icon is shown belowgeshe configuration to the Firebox.

You have completed all required steps to configfueeprivate and public interfaces for Gateway.
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Configuring Gateways

A gateway is a connection point for one or morenals. To create a tunnel, first you must set up
gateways on both the local and remote devices.

Stepl Defining gateway endpoints

1. From Policy Manager, clicKPN > Branch Office Gateways

The gateways dialog box appears

Figure10 Gateways dialog box

¢ Gateways E|
Add....

2. A set of gateway endpoints is known as a gatgady to add a gateway, cliddd.
The New Gateway dialog box appears
Figurell New Gateway dialog box

Gateway Mame: !VpNC_A |
|

General Settings | Phase] Settings |
Credential Method

@ Use Pra-Shared Key |

() Use IPSec Firebox Certificate

Select the cetificate to he used for the Gateway

Idd Certificate Name Algarithm

Gateway Endpoints

Local Remote [ A |
Type D Interface IP Address Type D

3.In the Gateway Nametext box, input a name to identify this gatewaywlicy Manager for this
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Firebox, here we use the name/&fNC-A shown above.

4. From theNew Gatewaydialog box, seledtse Pre-Shared Keyand input shared secret for this
VPN connectionhr5xb8416aa9r6

[Notd: You must use the same shared key on the reneatieed The shared key must use only
standard ASCII characters.

5. To define the gateway endpoints, In the Gatelaragpoints section of thdew Gatewaydialog
box, click Add.

The New Gateway Endpoints Settings dialog box appears.

Figurel2 New Gateway Endpoints Settings dialog box

7 New Gateway Endpoints Settings - gateway. 1

A tunnel needs authentication on each side of the tunnel. Provide the configuration
details for the gateway endpoints below.

Local Gateway
Specify the gat

y 1D for tunnel autherntication.

IP address R v

) By Domain Information

External Interface: | External w |

Remate Gateway

Specify the remaote gateway P address for 3 tunnel.

(%) Static IP address

P Address | . . . v

) Dynamic IP address
Specify the gateway ID for tunnel authentication.

(%) By IP Address
P address | . . . v

() By Domain Information

[_ QK l[ Cancel H Help ]

6. Specify the location of the local gateway. Seléet By IP Address radio button. Input the
address of the External Interfadd,.15.16.17

7. Select thé&tatic IP addressradio button, input the IP address in tReAddressfield,
22.23.24.25

8. Specify the remote gateway location for tunmghantication. Select tHgy IP Addressradio
button, input the IP address in teAddressfield, 22.23.24.25the configured Gateway
Endpoints Settings are shown below.

Figurel3 The configured Gateway Endpoints Settingscreen
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9. Click OK to close theNew Gateway Endpoints Settingslialog box, return to Thidew
Gatewaydialog box. The Pre-Share Key and Gateway Endfwaingé been configured is shown
below.

Figurel4 The New Configured Gateway screen

Gateway Name [vppic.a

General Settings | Phase1 Settings:
Credertial Method

() Use Pro-Shared ey~ |99esssssssssss

() Use IPSec Firebox Certificate

| . Centificats Name Algorthm

Gateway Endpoints
Locel Gateway [ Remeie Gaewey }

Type D inerface | IP Address Type D

PAddress 14151647  Edemal 22232425 P Address 22232425

Step2 Configuring mode and transforms (Phase 1 setgs)

Phase 1 of establishing an IPSec connection iserthertwo peers make a secure, authenticated
channel they can use to communicate. This is kresuihe ISAKMP Security Association (SA).

A Phase 1 exchange can use eiflam Mode or Aggressive ModeThe mode determines the type
and number of message exchanges that take plaog this phase. A transform is a set of security
protocols and algorithms to protect data. During Ikegotiation, the peers make an agreement to
use a certain transform.

1.On theNew Gatewaydialog box, select thehasel Setting$ab.

The default Phasel Settings dialog box appears.

Figurel5 New Gateway for Phasel Settings
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2. From the Mode drop-down list, selétain.

3. Select th&HA1-3DESin Transform Settings column, then cliciRemove
4. Click Add for setting the VPNConsortium requirements they meet
The default Phasel Transform dialog box appears.

Figure1l6 Phasel Transform dialog box

5. From theAuthentication drop-down list, selecBHA1 as the type of authentication.

6. From theEncryption drop-down list, sele@DESas the type of encryption.

7. Keep the default value of SA Lifeight hours (28800 seconds).

8. From theKey Group drop-down list, select thRiffie-Hellman group2.

Diffie-Hellman groups determine the strength of thaster key used in the key exchange process.
All configured have been done, the Phasel Transf®ghown below.

Figurel?7 The Configured Phasel Transform screen

9. Click OK, return to theNew Gatewaydialog box.
The configured gateway is shown below
Figurel8 The Configured Phasel Setting screen

10
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10. Accept default values for all other parametersthe New GatewayClick OK on the New
Gateway dialog box, return to the configufedtewaysdialog box, shown below.
Figure19 The configured Gateways screen

11. ClickClose and now we have finished tlatewaysconfiguring.

11
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Configuring a Phase2 proposal

Create an IKE proposal to meet the VPN Consortiequirements.

1. To add a new proposal, frdPolicy Manager, selectVPN > Phase2 Proposals
The Phase2 Proposals dialog box appears, showmbelo

Figure20 Phase2 Proposals dialog box

2. Click Add to create a new phase2 proposal.
The default New Phase2 Proposal dialog box appears
Figure21 New Phase2 Proposal dialog box

3. Input the name for the new proposal you wane e input th&/PNC_IKE .

4. From theType drop-down list, seledESPas the proposal method.

5. From theAuthentication drop-down list, selec3HAL as the authentication method.

6. From theEncryption drop-down list, sele@DES as the encryption method.

7. To make the gateway endpoints generate and egeh@ew keys after a quantity of time or
amount of traffic passes. From tRerce Key Expiration drop-down list, selecEnable. In the
fields below, enteone hourandO kilobytes.

The new configured Phase2 proposal is shown below.

Figure22 The new configured Phase2 Proposal screen

12
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8. Click OK and return to th®hase2 Proposalslialog box.

9. Click Close on the Phase2 Proposal dialog box and return td-itteevall Policy Manager
dialog box.

10. From Policy Manager, clidkile > Save > ToFirebox, or Click theSave to Fireboxicon on
the Policy Manager toolbar, the icon is shown bekave the configuration to the Firebox.

13
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Making Tunnels between Gateway Endpoints

Stepl Configuring routes for the tunnel
1. FromFirewall Policy Manager, selectvPN > Branch Office Tunnels

The Branch Office IPSec Tunnels dialog box appears.
Figure23 Branch Office IPSec Tunnels dialog box

2. Click Add.
The New Tunnel dialog box appears:
Figure24 New Tunnel dialog box

14
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3. In theTunnel Namebox, set the name tannel.l.

4. From theGateway list, select the gateway for this tunnel to useghge select the VPNC-A
defined before.

5. Click theAdd button on théNew Tunnel dialog box.

The Tunnel Route Settings dialog box appears:

Figure25 Tunnel Route Settings dialog box

6. dick the button adjacent to thecal drop-down list to enter the local network addrésse we
enter10.5.6.0/24

7. Click the button adjacent to tiemotedrop-down list to enter the remote network address
we enterl72.23.9.0/24

The configured Tunnel Route Settings are showmbelo

Figure26 The configured Tunnel Route Settings scree

8. Keep the other parameters as the default valdeclick OK, return to theNew Tunnel dialog
box.

Step2 Configuring Phase 2 settings

1. From theNew Tunneldialog box, select thehase2 Setting$ab.

Default configuration of Phase2 Settings are shbatow.

Figure27 Phase2 Settings dialog box

15
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2. Set thePFS check box to enable Perfect Forward Secrecy (FES) thePFS drop-down list,
select theDiffle-Hellman Group2.

3. Click Settingsto verify theCreate one SA that includes all ports and protocolsheck box of
the Advanced SA Settingglialog box has selected by default.

The Advanced SA Settings dialog box appears.

Figure28 The Advanced SA Settings dialog box

4. Click OK to close théddvanced SA Settingsand return to th®hase2 Settings
5. Select th&SP-AES-SHALin IPSec Proposalsolumn, then clickRemove

16
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6. Click Add button on thé®hase2 Settingdab, to add the Phase2 Proposal nakieNC _IKE
we defined irStep 4

New Phase2 Proposal appears:

Figure29 New Phase2 Proposal dialog box

7. Select théJse an existing Phase 2 proposeheck box.

8. From the drop-down list, select the proposale@WPNC _IKE . Click OK, return to theNew
Tunnel dialog box.

The configured Phase2 Settings are shown below.

Figure30 The configured Phase2 Setting screen

17
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9. Click OK, the New Tunneldialog box will closed and returns to tBeanch Office IPSec
Tunnel dialog box.

10. ClickClosebutton on théBranch Office IPSec Tunneldialog box, return to thEirebox
Policy Managerdialog box.

11. From Policy Manager, clidkile > Save > ToFirebox, or Click theSave to Fireboxicon on
the Policy Manager toolbar, the icon is shown bekave the configuration to the Firebox.

All the steps have been finished for IPSec VPN créan, you will set up the tunnel between
Gateway A and Gateway B successfully according thé all steps above. Once the tunnel is
established, the state of the tunnel will be dispjeed in the WSM main screen is shown below
Figure31 The configured WSM main screen

18
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Testing Connectivity

4 Internet Connectivity

Ping from one PC inside the trusted network of @aieA to the gateway of Gateway B’s external
interface (here the gateway IP addresxi23.24.], and from another PC inside the trusted
network of Gateway B to the gateway of GatewayeXternal interface (here the gateway IP
address i44.15.16.}, if the Ping is successful both two sides, thisvoek is configured and
working properly.

4+ SA Connectivity

PING from the one PC inside of the origin gateway todhe PC inside of the destination gateway to
test whether the tunnel works well, if Ping is se&sful, the IPSec VPN is configured and working

properly.

19
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Troubleshooting Tips for the IPSec VPN Configuring

A few of the most common issues found in configgrine IPSec VPN are described below.
Is the Internet working
Testing the network status according toTasting Internet Connectivity Step above.
Is the IP address configured correctly
Take a note at the IP addresses and subnet masksye configured correctly.
Is the Pre-Share Key match
Be sure that you entered the same shared sec¢het aonfiguration of both Gateway A and
Gateway B.
Is all the parameters for phasel and phase2 match
Guarantee the values for all parameters for thesgghand phase2 setting on the local network
match those values on the remote network exactly.

20
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Appendix A: Quick Setup Wizard

Stepl Getting feature keys

1.Open a web browser and connecthibps://www.watchguard.com/activate

2. If you have not already logged in to LiveSecunitgu are directed to the LiveSecurity Log In
page. Input your LiveSecurity user name and passghif you are a new user, please create a user
profile first.

3. Input the serial number or license key for the pridas it appears on your printed certificate,
including the hyphens. You usually use the semiahiper to register a new Firebox, and the license
key to register add-on features.

4. Click Continue. TheChoose Product to Upgradepage appears.

5. From the drop-down list, select the Firebox to whiou want to apply the upgrade or renewal. If
you added a Firebox name when you registered yoebdx, that name appears in this list. After
you select the Firebox, clidkctivate.

6. The Retrieve Feature Key page appears. From yonddis Start menu, open Notepad or any
application into which you can save text. Copyfthiefeature key from this page to a text file and
save it on your computer. Cli¢knish.

Step2 Installing WatchGuard System Manager

1. Download the latest strong encryption WatchGu&yrstem Manager software from
https://www.watchguard.com/archive/softwarecensgr.a

2. Execute self-extracting file, follow the screemmil the “WatchGuard Firebox X Set-up:

Set-up Complete” screen.

Step3 Make the basic configuration for Firebox

1. Connect the red cross-over Ethernet cable thas stiih your Firebox between the Ethernet port
on your management station and the interface loan kirebox, shown below.

2.Plug the power cord into the Firebox power input ario a power source.
3. 0n the front of the Firebox X, press the down artmton while you turn on the power to the

21
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Firebox until display “WatchGuard Technologies” e LCD display. The Firebox X boots into
safe mode. While in this factory-default mode, @D shows the model number followed by the
word “safe” in lower-case characters, as displdgwe

4. SelectStart > All Programs > WatchGuard System Manager 9l > Quick Setup Wizard
The Firebox Quick Setup Wizard Welcoming screshasvn below.

5. Click Next.

6. If your Firebox have connected to your PC, p@darp and in the safe mode, selectYeg, my
firebox is ready to be discoveredheck box, click next, WSM will scan your Firebox.

7. When the wizard found the firebox, it will beosim below.

The information screen of the Firebox.

22
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8. Click Next, add contact information to your Firebox.
9. Click Next, the External interface configuration screen appdeere we sele@tatic IP
Addressing, shown below.

10. Click Next, enter the External interface IP address you waate we entet4.15.16.1A/PN
Consortium required, default gateway wekétl5.16.1shown below.

23
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11. ClickNext, Configure the Internal interface of your Firelappears, here we set th@.5.6.1as
the internal interface IP address, shown beloyoif also want to configure the Optional Interface,
enter the IP address.

12. ClickNext, skip theConfigure the DNS information andEnable remote managemensteps,
theActivate the software for Fireboxdialog appears, past the feature key text infidlid or click
Browse to install the feature key from a file, simopelow.

24
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13. ClickNext, Create the passphrases for your Firebox applears, the Status Passphrases and
Configuration Passphrases in the corresponding, fiel

14. Click Next, Confirm the configuration for your Firebox appears, clickhNext continue, the
configuration will upload to Firebox, shown below.

25
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15. When the uploading finished, the completed ss&ftlly will appears, clickinish, the
activation and basic configuration accomplished,Rlrebox will auto reboot.

16. After the Firebox start again, configure aisti® address of the PC connected to the Firebox
within the same subnet, and now you can go td@tmc Configuration Setugtep to begin IPSec
VPN creation.

26
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Appendix B: Firebox Parameters for IKE

Parameters for IKE

Definition

VPN Consortium Required

General Settings

Credential method

To identify the authentication procedure to usey

can usePre-Sharedor Certificate.

0
Pre-Shared

Phase 1 Settings

The mode determines the type and number of mesisage
exchanges that take place during this phase, yoy ca
Mode ) ) ] Main
select Main, Aggressive or Main fallback to
Aggressive
Allows traffic to get to the correct destinationfien
NAT Traversal the tunnel built between the Firebox and anoth&VA
device that is behind a NAT device.
) To have the Firebox send messages to its IKE peer t
IKE Keep-alive N/A
keep the VPN tunnel open.
Authentication The type of authenticatio§HAL or MD5. SHA1
the type of encryptiomAES (128-bit), AES (192-bit
Encryption P ) P ( ) ( ) 3DES
AES (256-bit), DES, or3DES.
SA Life To change the SA (security associatior® lif 2800 seconds (8 hours)
Determine the strength of the master key usedén| th
Key Group key exchange process, WatchGuard suppgnasips | Group 2 (1024 bits)

1, 2, and 5.

Phase 2 Settings

PFS Enable Perfect Forward Secrecy Group 2 (1G8% bi
Service Selector Create one SA that includes all ports and protocoly Selected
Proposal Type Data protection metho®&SP or AH ESP
o The type of authentication metho8HA1, MD5 or
Authentication SHA1
None
) The encryption method, The options &ES, 3DES,
Encryption 3DES
andAES 128, 192, or 256 bit.
To make the gateway endpoints generate and excha

Force Key Expiration

new keys after a quantity of time or amount offita

nge )
Enable (one hour with no

kbytes rekeying)

passes.
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