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Overview

This document describes how to configure Check Point VPN-1/FireWall-1 to implement the scenarios described in
the VPN Consortium’s interoperability specification (http://www.vpnc.org/interopProfiles.html).

In This Document

Network Configuration page 1
Scenario 1 Configuration page 2
Scenario 2 Configuration page 18

Network Configuration

Network Configuration Overview
FIGURE 1 shows the network configuration for both scenarios.

Gateway A Gateway B
(Check Point (Check Point
—‘ VPN-1/FireWall-1 installed) VPN-1/FireWall-1 NOT installed) r
network A = = network B
10.5.6.0/24 | “ = Internet H = | 172.23.9.0/24
interface AL [ |interface AW interface BW | interface BL
10.5.6.1 14.15.16.17 22.23.24.25 172.239.1
Gateway A Gateway B
is a Check Point gateway is an interoperable device

FIGURE 1 Scenario 1 Network Configuration

In VPN-1/FireWall-1, there are two methods by which a VPN can be configured:
« simplified method — VPN communities
A VPN community is a group of gateways that encrypt all communications among themselves, according to

parameters defined for the VPN community as a whole. There is no need to define encryption rules in the
Security Policy Rule Base — membership in the community implies encryption.

= traditional method

Using the traditional method, the administrator defines the encryption parameters for each gateway and the
encryption rules in the Security Policy Rule Base.

This document describes how to configure the scenarios using the simplified configuration method.



http://www.vpnc.org/interop.html
http://www.vpnc.org/InteropProfiles/

Scenario 1 Configuration

&

Note - The step-by-step instructions in the following sections assume the reader has a working knowledge of
Check Point VPN-1/FireWall-1, and only the parameters directly related to the scenarios are described in detail.

Scenario 1 Configuration

Scenario 1 Configuration Overview

TABLE 1 summarizes each of the phase 1 and phase 2 parameters in this scenario and specifies how they are set.

TABLE 1 Scenario 1 — Phase 1 and Phase 2 parameters

parameter defined in...

phase 1

Main mode default

Triple DES Select 3DES under Perform key exchange encryption with under IKE (Phase 1)
Properties in the VPN Community’s VPN Properties page (FIGURE 23 on
page 14).

SHA-1 Select SHA-1 under Perform data integrity with Under IKE (Phase 1) Properties in

the VPN Community’s VPN Properties page (FIGURE 23 on page 14).

MODP group 2

Select Group 2 (1024 bit) in Use Diffie-Hellman group Under IKE (Phase 1) in the
VPN Community’s Advanced VPN Properties page (FIGURE 24 on page 15).

pre-shared secret

= Enable for the VPN Community by checking uUse only Shared Secret for all
External members in the VPN Community’s shared Secret page (FIGURE
25 on page 16).

» Define a pre-shared secret for Gateway B in the Shared Secret page
(FIGURE 26 on page 16).

SA lifetime Specify a value for Renegotiate IKE security associations every ... minutes under
IKE (Phase 1) in the VPN Community’s Advanced VPN Properties page
(FIGURE 24 on page 15).

phase 2

Triple DES Select 3DES under Perform IPSec data encryption with under IKE (Phase 2)
Properties in the VPN Community’s VPN Properties page (FIGURE 23 on
page 14).

SHA-1 Select SHA-1 under Perform data integrity with Under IKE (Phase 2) Properties in

the VPN Community’s VPN Properties page (FIGURE 23 on page 14).

ESP tunnel mode

default; cannot be changed

MODP group 2

Select Group 2 (1024 bit) in Use Diffie-Hellman group Under IKE (Phase 2) in the
VPN Community’s Advanced VPN Properties page (FIGURE 24 on page 15).
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Scenario 1 Configuration

TABLE 1 Scenario 1 — Phase 1

and Phase 2 parameters (continued)

parameter

defined in...

Perfect Forward Secrecy

Check use Perfect Forward Secrecy under IKE (Phase 2) in the VPN
Community’s Advanced VPN Properties page (FIGURE 24 on page 15).

SA lifetime

Specify a value for Renegotiate IKE security associations every ... seconds under
IKE (Phase 2) in the VPN Community’s Advanced VPN Properties page
(FIGURE 24 on page 15).

between 10.5.6.0/24 and
172.23.9.0/24

In the Topology page of the gateway’s Properties window (for example,
FIGURE 8 on page 7), select All IP addresses behind gateway based on
topology.

Configuration Step-By-Step

To implement this scenario, you will perform the following:

= create a new policy

= define a VPN Community

= define Gateway A and add it to the VPN Community

= define Gateway B and add it to the VPN Community

= define the VPN Community’s encryption and authentication parameters
= save and install the policy

In This Section

Create a New Policy page 3
Define a VPN Community page 4
Define Gateway A page 5
Define Gateway B page 10
Define the VPN Community Parameters  page 13
Save and Install the Policy page 16
Define Routing page 17

Create a New Policy

1 Choose File->New from the menu to create a new Policy.
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Scenario 1 Configuration

2 In the New Policy Package window (FIGURE 2):

= Enter a name for the Policy.

» Check security and Address Translation.

x
Mew Policy Package Mame: IMyNewPoIicﬂ

Include the following Policy types

IV Security and Address Translation

WPM Configuration method:

o o s . Setup with YPN Communities.
& Simplified made: Ma Encryption rules are needed [recommended).

" Traditional mods:  Setup with Enciyption Fules.

[T OoS
% Traditionalmode

) Express mode

™ Desktop Security

QK I Cancel | Help

FIGURE 2 New Policy Package window

Define a VPN Community

3 Click the vpPN Manager tab (FIGURE 3).

|E':': Security I =1 Address Translation I 1@1 SmartDefense @ ¥PM Manager |

FIGURE 3 Policy tabs
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Scenario 1 Configuration

4 Right click in the upper pane (below the tabs) and select New Community --> Meshed.

In the General page of the VPN Community’s Properties window (FIGURE 4), specify the name of the VPN
Community.

Meshed Community Properties - Our¥PNCommunity ﬂ
. General
- Participating G ateways
- Ewcluded Services Mame: |Dur\u"F'NEIDmmunit_l,I
- WPM Properties
- Advanced Properties Comment: I
“ Shared Secret
Color: I - vl

m

Community Traffic Security Policy

™ Accept all encrypted traffic.
Mote: The rule applies for all Intemally Managed community members.

Log Traffic a: defined in Global Properties, Logging Tab:  |Log

QK I Cancel | Help |

FIGURE 4 CGeneral page of VPN Community’s Properties window

Define Gateway A
Gateway A — General Properties

5 In the object tray at the left of the screen (FIGURE 5), right-click Check Point and select New Check Point -->
Gateway.

=)o Metwork Objects
E‘ w Mew Check Point  » EW
Delete Safe@ Gateway...
Query Objects, .. Host...
- (Gateway Cluster...
Embedded Device...
ROBO Gateway Profile 3
Externally Managed Gatewary. ..

Sart

FIGURE 5 Defining a new gateway from the tray
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Scenario 1 Configuration

6 Select classic Mode (FIGURE 6).

Check Point installed Gateway creatiol x|

Create the Check Point installed G ateway using:

" Simple mode [wizard)

Mote: 'ou can configure these options in the
SmartD azhboard's Customization Page of Global Froperties.

™ Dan't show this dialog again

Qg Cancel | Help |

FIGURE 6 Gateway Creation Mode window

7 Define Gateway A as shown below (FIGURE 7).

Check Point Gateway - Gatewayf

Check Point G y - G | Properti

- [General Properties
- Topology

o MAT Mame: IGatewa}\A

- VPN )
- Remate Access IP Address: |14.15.1B.1? Get address ™ Dynamic Address

- Entranet
- Authentication

- LD&P Sccount Manage Fallm lﬁ
[+ Logs and Masters )

LComment: IGatewa}\A in the scenarid

- Capacity Optimization Check Point Products
[ Advanced

Wersion: ING with Application Inteligence j GE!VETSiﬂnl

[C15ecurellient Policy Server
[C15ecurellient Software Distribution Server

Additional Products:
[T web Server

Secure Internal Communication

Communication... | DM:

N J—
oK |

Cancel

Help

FIGURE 7 Gateway A General Properties
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Scenario 1 Configuration

Gateway A — Topology
8 Open the Topology page (FIGURE 8).

Check Point Gateway - Gatewayf

General Properties Topology

Topology
MAT et Topology... |

WRN

Mame | IP Address .. | Metwork Mask ... | IP Addreszes behind interface

Extranet
Authentication
LD&P

Logs and Masters 4 |

Advanced

sgd.. | Edgi |

Eemove Show |

Show all [Pz behind Gateway |

WPM Damain

infarmation.

@« AP Ac_ldresses behind Gateway bazed on Topology

" Manually Defined I

Show YN Domain |

the WP domain manually.

™ Ezportable for SecuRemote/SecureClient

.

& Mo %PM domain iz defined. Either edit the interface topology, or define

j Hew..

Cancel Help

FIGURE 8 Gateway A Topology page

9 Under vPN Domain, select All IP addresses behind gateway based on topology information.

10 Click Add to define the interfaces.

11 Define interface AL as shown below (FIGURE 9).

Interface Propetties ﬂ Interface Propetties

General | Topalogy |

Topology

General  Topolagy |

" External (leads out to the intermet)

& {ntemal [leads to the local network}

Marme: JaL
P Address: I‘I 0561
Mot Mask:  [256.256.2560

Mote: the interface name must exactly match the
name the operating spstem uses for this interface.
See help for further information.

Anti-Spoofing

IP Addresses behind this interface:

" Not Defined
& Network defined by the interface IP and Met Mazk

" Specific:

2|

[+ Perform Anti-Spoofing based on interface topology

Spoof Tracking: © None % Log & Alert

o]

Cancel | Help |

QK I Cancel Help

FIGURE 9 Gateway A Interface AL Properties
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Scenario 1 Configuration

12 Define interface AW as shown below (FIGURE 10).

Interface Properties

General | Topalogy |

Mame: IAW'
|P Address: 14151617
MetMask:  [256.256. 2560

Mote: the interface name must exactly match the
name the operating spstem uses for this interface.
See help for further information.

Interface Properties

General  Topolagy |

Topology

% Extemal [leads out to the internet}

" Intemal (leads to the local netwark)
|Fsddresses behind this interface:
€ Mot Defined
| Network defined by the interface [P and Met task

| Specific:

2|

Anti-Spoofing
[+ Perform Anti-Spoofing based on interface topology

Spoof Tracking: © None % Log & Alert

o]

Cancel | Help |

QK I Cancel Help

FIGURE 10 Gateway A Interface AW Properties

Gateway A’s topology is shown in FIGURE 11.

Check Point Gateway - Gatewayf

Topology

et Topology... |

General Properties

Mame | IP Address .. | Metwork Mask ... | IP Addreszes behind interface

AL 10561

Logs and Masters 4 |

2552652550
A 14151617 285.255.256.0 External

This Metwork,

Advanced

Edi. |

Eemove Show |

Show all IPs behind Gateway |

WPM Damain

infarmation.

& &l |P Addresses behind Gateway based on Topology

" Manually Defined I

Show WPM Diomain |

™ Ezportable for SecuRemote/SecureClient

Cancel Help

FIGURE 11 Gateway A Topology
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Scenario 1 Configuration

Gateway A — VPN

13 Open the vpN page (FIGURE 12) and click Add (under vpPN).

Check Point Gateway - Gatewaph ﬂ

- General Properties ¥PN
- Topology This module participates in the fallowing WPMN Communities:

o MAT
ok vPHj

[#- Remote Access

- Extranet

- &uthentication

- LD&AP Sccount Manage
[#- Logs and Masters

- Capacity Optimization
[#- Advanced

Add... Femoye |

Traditional mode configuratian... |

Certificate List
Mickname | DN | Certificate Authority I
i | i
Add.. Edi. | Bemove |
[T Use Backup Gateways: I j

QK I Cancel | Help |

FIGURE 12 Gateway A VPN page

In the Add This Gateway to Community window (FIGURE 13), select the VPN Community you defined earlier
(FIGURE 4 on page 5) and click oK.

Add This Gateway To Community x|

OuryPRCommunity|
:):(:: Remote-Access
SiteToSiteP

QK I Cancel | Help |

FIGURE 13 Add This Gateway to Community
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Scenario 1 Configuration

Define Gateway B
Gateway B — General Properties

14 In the object tray at the left of the screen (FIGURE 14):
= Right-click Network Objects.

« Select New --> Interoperable Devices.

heck Poir

|l
Creck e »

..

Delete
Query Objects...
E;ﬁand 5 Domair...
OSE Device...
v Do not show empty folders B 5
Logical Server...

Address Range...
Dynamic Object. ..
WolP Domains 3

FIGURE 14 Defining an interoperable device from the object tray
15 Define Gateway B as shown below (FIGURE 15).

Interoperable Device - GatewayB

ble Device - G Properti

- WPN Hame: IGatewayB
IP Address: |22.23.24.25 Get address |

LComment: I

cor | I |

QK I Cancel Help

FIGURE 15 Gateway B General Properties
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Scenario 1 Configuration

16 Open the Topology page (FIGURE 16).

Interoperable Device -

GatewayB

Topology

et Topology... |

Mame

| IP Address | Metwork Mask | |IP Addreszes behind interface

1

Add...

| Edit... | Eemove Show |

Show all [Pz behind Gateway |

WPM Damain

& &l |P Addresses behind Gateway based on Topology
infarmation.

" Manually Defined I j Hew..

Show YN Domain |

A

[ Ezpo

Mo %PM domain iz defined. Either edit the interface topology, or define
the WP domain manually.

rtable for SecuR emaotesS ecureClient

QK I Cancel Help

FIGURE 16 Gateway B Topology page

17 Under VPN Domain, select All IP addresses behind gateway based on topology information.

18 Click Add to define the interfaces.

19 Define interface BW as shown below (FIGURE 17).

Interface Properties

General | Topalogy |

ﬂ Interface Propetties

General  Topolagy |

Mame: IBW

Topology

|P Address:  |2223.24.25

% Extemal [leads out to the internet}

et Mask: |255.255.255.D

Mote: the interface name must exactly match the
name the operating spstem uses for this interface.

See help for further information.

" Intemal (leads to the local netwark)

|Fsddresses behind this interface:
& Mot Defined

| Network defined by the interface [P and Met task

| Specific:

2|

o]

Cancel |

Help | QK I Cancel

Help

FIGURE 17 Gateway B Interface BW Properties
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Scenario 1 Configuration

20 Define interface BL as shown below (FIGURE 18).

Interface Properties

General | Topalogy |

Mame: IBL
|P Address: |172.23.91.1
NetMask:  |255.256.256.0

Mote: the interface name must exactly match the

name the operating spstem uses for this interface.

See help for further information.

Interface Properties

General  Topolagy |

Topology
" External (leads out to the intermet)
& Intemal (leads to the local netwark)

IP Addresses behind this interface:
" Not Defined

& Network defined by the interface [P and Met Mask

" Specific: j

o]

Cancel | Help

QK I Cancel Help

FIGURE 18 Gateway B Interface BL Properties

Gateway B — VPN

21 Open the vpN page (FIGURE 19) and click Add (under vpN).

Interoperable Device - GatewayB x|

General Properties ¥PN

Topology Thiz module participates in the following YPH Communities:

M

Femoyve |

Matching Criteria... |

Traditional mode configuratian... |

QK I Cancel Help

FIGURE 19 Gateway B VPN page
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Scenario 1 Configuration

22 In the Add This Gateway to Community window (FIGURE 13), select the VPN Community you defined earlier
(FIGURE 4 on page 5) and click oK.

Add This Gateway To Community x|

:):(:: Remote-Access
SiteToSiteP

QK I Cancel | Help |

FIGURE 20 Add This Gateway to Community

Define the VPN Community Parameters

23 Double-click on the VPN Community’s icon (FIGURE 21).

=2 Security I =1 Address Translation I 1@1 SmartDefense @ ¥PM Manager |

iy = iy

CurYPMCommunity Remote-Access SiteToSiteVPM

FIGURE 21 VPN Communities

In the Participating Gateways page (FIGURE 22), you can see both GatewayA and GatewayB.

Meshed Community Properties - Our¥PNCommunity ll

Participating Gateways

All the connections between the YPM Domaing of the Gateways

PN Propetties below will be encrypted.
- Advanced Properties Farticipant G iy
- Shared Secret
B Gatewayd,
% GatewayB e
bdd.. | Edt.. | Remove |

QK I Cancel Help

FIGURE 22 Participating Gateways page
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Scenario 1 Configuration

24 In the VPN Properties page (FIGURE 23), set the IKE (Phase 1) and IPSec (Phase 2) properties (see TABLE 1
on page 2).

Meshed Community Properties - Our¥PNCommunity ll

- General ¥PHN Properties

- Participating G ateways
wcluded Services IKE [Phaze 1] Properties

Froperties

- Advanced Froperties Perform key exchange encryption with: |3DES vl
i Shared Secret
Perform data integrity with: ISHm vl

|IPzec [Phaze 2] Properties

Perform |Psec data encryption with: |3DES 'l
Perform data integrity with: ISHm vl

QK I Cancel Help

FIGURE 23 VPN Properties page
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Scenario 1 Configuration

25 In the Advanced Properties page (FIGURE 24), set additional IKE (Phase 1) and IPSec (Phase 2) properties (see
TABLE 1 on page 2).

Meshed Community Properties - Our¥PNCommunity ll

General Advanced Properties

Participating G ateways
Excluded Services IKE (Phase 1]

WPM Properties
Use Diffie-Hellman group: IGroup 21024 bit) 'l

Benegotiate [KE security associations every |430 3: minutes

™ Use aggressive mode

|IPzec [Phase 2]

¥ Use Perfect Forward Secrecy
Usze Diffie-Hellman group: IGTUUD 21024 bit) vl

Benegotiate |IPzec security associations every IBBDD 3: seconds

™ Suppaort Site to Site IP compression

Bezet AllVPN Properties |

[~ Disable NAT inside the ¥PN community

NAT

QK I Cancel Help

FIGURE 24 Advanced Properties page
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Scenario 1 Configuration

26 In the shared secret page (FIGURE 25), check Use only shared secrets for all external members.

Meshed Community Properties - Our¥PNCommunity

- General Shared Secret
Participating G ateways
Excluded Services
WPM Properties
- Advanced Properties

Iv ise orly Shared Secret for all Esternal members

- Shared § Each External member will have the following
""" clEE Sz zecret with all internal members in this community.

Peer Mame | Shared Secret |
GatewayB

Edi... Bemove

QK I Cancel Help

x|

FIGURE 25 Shared Secret page

@ Note - Shared secrets can be used only when one of the gateways is not managed by Check

Point.

27 Select Gateway B under Peer Name and click Edit.

28 Enter the pre-shared secret (“hr5xb8416aa9r6™) and click set.

Shared Secret =l

Shared Secrets List:

Peer Mame | Shared Secret |

Edit |
Eemoye |

Enter secret: |r53b8418aa9r8 Set | ‘
ak. I Cancel | Help |

FIGURE 26 Shared Secret window

Save and Install the Policy

29 Define a security policy that will allow the required encrypted communication. (FIGURE 27)

Add a rule using Rules ->Add rule ->top
30 Edit the rule:

VPN: Edit cell... and select Only connections encrypted in any Site-to-Site VPN Community
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Scenario 1 Configuration

31 Service: Specify the allowed services that are to be encrypted (eg: Authenticated Group, and icmp-proto)
32 Action: Change to Accept

33 Track: Change to Log

34 Add a final rule to drop any other communication Rules -->Add Rule ->Bottom

35 Save the Policy File ->Save

sutherticated & sccent Log

1 * Any * Any
22, icmp-proto

- * Any * Any IE‘Any Traffic * Any @drop = Mone

FIGURE 27 The Security Policy
36 Save the Policy.

37 Install the Policy on Gateway A.

Define Routing

38 In the Operating System, define Gateway A’s default gateway.
Configuration Complete

All communications between Gateway A and Gateway B will be encrypted.
The configuration for scenario 1 is now complete.
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Scenario 2 Configuration

Scenario 2 Configuration

Scenario 2 Configuration Overview

Scenario 2 is identical to scenario 1, except that identification is performed using signatures authenticated by
PKIX certificates.

TABLE 2 summarizes each of the phase 1 and phase 2 parameters in this scenario and specifies how they are set.

TABLE 2 Scenario 2 — Phase 1 and Phase 2 parameters

parameter defined in...

phase 1

Main mode default

Triple DES Select 3DES under Perform key exchange encryption with under IKE (Phase 1)
Properties in the VPN Community’s VPN Properties page (FIGURE 52 on
page 34).

SHA-1 Select SHA-1 under Perform data integrity with Under IKE (Phase 1) Properties in

the VPN Community’s VPN Properties page (FIGURE 52 on page 34).

MODP group 2

Select Group 2 (1024 bit) in Use Diffie-Hellman group Under IKE (Phase 1) in the
VPN Community’s Advanced VPN Properties page (FIGURE 53 on page 35).

PKIX certificate

Create for each gateway in the vpN page of its Properties window (for example,
FIGURE 41 on page 27).

SA lifetime Specify a value for Renegotiate IKE security associations every ... minutes under
IKE (Phase 1) in the VPN Community’s Advanced VPN Properties page
(FIGURE 53 on page 35).

phase 2

Triple DES Select 3DES under Perform IPSec data encryption with under IKE (Phase 2)
Properties iN the VPN Community’s VPN Properties page (FIGURE 52 on
page 34).

SHA-1 Select SHA-1 under Perform data integrity with Under IKE (Phase 2) Properties in

the VPN Community’s VPN Properties page (FIGURE 52 on page 34).

ESP tunnel mode

default; cannot be changed

MODP group 2

Select Group 2 (1024 bit) in Use Diffie-Hellman group under IKE (Phase 2) in the
VPN Community’s Advanced VPN Properties page (FIGURE 53 on page 35).

Perfect Forward Secrecy

Check use Perfect Forward Secrecy under IKE (Phase 2) in the VPN
Community’s Advanced VPN Properties page (FIGURE 53 on page 35).

SA lifetime

Specify a value for Renegotiate IKE security associations every ... seconds under
IKE (Phase 2) in the VPN Community’s Advanced VPN Properties page
(FIGURE 53 on page 35).

selectors for all IP

protocols, all ports

In the Topology page of the gateway’s Properties window (for example,
FIGURE 40 on page 26), select All IP addresses behind gateway based on
topology.

between 10.5.6.0/24 and

172.23.9.0/24

Select 3DES under Perform IPSec data encryption with under IKE (Phase 2)
Properties in the VPN Community’s VPN Properties page (FIGURE 52 on
page 34).
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Scenario 2 Configuration

Configuration Step-By-Step

To implement this scenario, you will perform the following:

create a new policy

define a Certificate Authority for both Gateway A and Gateway B

define a VPN Community

define Gateway A, generate its certificate and add the gateway to the VPN Community
define Gateway B, generate its certificate and add the gateway to the VPN Community
define the VPN Community’s encryption and authentication parameters

save and install the policy

In This Section

Create a New Policy page 19
Define a VPN Community page 20
Define a Certificate Authority page 21
Get the Certificate Authority’s Own Certificate ~ page 22
Define Gateway A page 23
Adding the Gateway’s Certificate page 27
Define Gateway B page 29
Define the VPN Community Parameters page 33
Advanced Properties page page 35
Define Routing page 36

Create a New Policy

1 Choose File->New from the menu to create a new Policy.

page 19



Scenario 2 Configuration

2 In the New Policy Package window (FIGURE 28):

= Enter a name for the Policy.

» Check security and Address Translation.

x
Mew Policy Package Mame: IMyNewPoIicﬂ

Include the following Policy types

IV Security and Address Translation

WPM Configuration method:

o o s . Setup with YPN Communities.
& Simplified made: Ma Encryption rules are needed [recommended).

" Traditional mods:  Setup with Enciyption Fules.

[T OoS
% Traditionalmode

) Express mode

™ Desktop Security

QK I Cancel | Help

FIGURE 28 New Policy Package window

Define a VPN Community

3 Click the vPN Manager tab (FIGURE 29).

|E':': Security I =1 Address Translation I 1@1 SmartDefense @ ¥PM Manager |

FIGURE 29 Policy tabs
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Scenario 2 Configuration

4 Right click in the upper pane (below the tabs) and select New Community --> Meshed.

In the General page of the VPN Community’s Properties window (FIGURE 30), specify the name of the VPN
Community.

Meshed Community Properties - Our¥PNCommunity ﬂ
. General
- Participating G ateways
- Ewcluded Services Mame: |Dur\u"F'NEIDmmunit_l,I
- WPM Properties
- Advanced Properties Comment: I
“ Shared Secret
Color: I - vl

m

Community Traffic Security Policy

™ Accept all encrypted traffic.
Mote: The rule applies for all Intemally Managed community members.

Log Traffic a: defined in Global Properties, Logging Tab:  |Log

QK I Cancel | Help |

FIGURE 30 General page of VPN Community’s Properties window

Define a Certificate Authority

5 From the menu, choose Manage-->Servers and OPSEC Applications.

Servers and OPSEC Application: ' ll

— Servers and OPSEC Applications:

Mew... | Bemove | Edi... |

Lloze I Actions... | Help |

FIGURE 31 Servers and OPSEC Applications window
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Scenario 2 Configuration

6 In the Servers and OPSEC Applications Window (FIGURE 31), click New and choose Certificate Authority from
the menu (FIGURE 32).

RADILS...

RADIUS Group..,
TACACS, .,
DEFEMDER...

LDAP Account Unit. ..

Certificate Aut 00
SecuRemote DMS...

FIGURE 32 New Certificate Authority

7 In the Certificate Authority Properties window (FIGURE 33), specify a name and select oPSEC PKI under
Certificate Authority.

Certificate Authority Properties - myl:: LI

General | OPSEC PKI | Advanced |

Mame: IKenny

LComment: I

Color: m

Certificate Autharity I OPSECPKI j

QK I Cancel | Help |

FIGURE 33 Certificate Authority Properties window — General tab

Get the Certificate Authority’s Own Certificate

8 You must now get and save the Certificate Authority’s own certificate from the Certificate Authority.
Follow the procedure defined by the Certificate Authority for this step.
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Scenario 2 Configuration

9 In the opsec pki tab (FIGURE 34), click Get and browse to the certificate you saved in the previous step.

Certificate Authority Properties - myl:: LI
General OFSECPEI | Advanced

— Retrieve CRL From:

[ LDAP Server(s) [Requires an LDAP Account Unit)
[V HTTP Serverls)

- Certificate:
Get the Certificate Autharity Certificate from
file [obtained from the Fw or Certificate
Authority Adminiztrator).

Wiew the Certificate. EILI

Save Certificate Autharity Certificate to file ety
[ta be zent ta ather P Administrators]. M

QK | Cancel | Help |

FIGURE 34 Certificate Authority Properties window — OPSEC PKI tab

Define Gateway A

Gateway A — General Properties

10 In the object tray at the left of the screen (FIGURE 35), right-click Check Point and select

New Check Point --> Gateway.

=)o Metwork Objects

Safe@ Gateway... k

Host...

Gateway Cluster, ..

Embedded Device...

ROBO Gateway Profile 3
Externally Managed Gatewary. ..

Query Objects, ..

Sart

="

FIGURE 35 Defining a new gateway from the tray
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Scenario 2 Configuration

11 Define Gateway A as shown below (FIGURE 36).

- [General Properties

- Topology

o MAT

- VPN

- Remote Access

- Entranet

- &uthentication

- LDAP Account Manage
[#- Logs and Masters

- Capacity Optimization
- Advanced

ICH —

Check Point G y - G | Properti

Mame: IGatewa}\A
IP Address: |14.15.1B.1? Get addressl ™ Dynamic Address

LComment: IGatewa}\A in the scenarid

cor | I |

Check Point Products

Wersion: ING with Application Inteligence j GE!VETSiﬂnl

[C15ecurellient Policy Server
[C15ecurellient Software Distribution Server LI

Additional Products:
[T web Server

Secure Internal Communication

Communication... | DM:

QK I Cancel Help

FIGURE 36 Gateway A General Properties
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Gateway A — Topology

12 Open the Topology page (FIGURE 37).

Check Point Gateway - Gatewayf

General Properties Topology

Topology
MAT et Topology... |

WRN

Mame | IP Address .. | Metwork Mask ... | IP Addreszes behind interface

Extranet
Authentication
LD&P

Logs and Masters 4 |

Advanced
sgd.. | Edgi |

Eemove Show |

Show all [Pz behind Gateway |

WPM Damain

infarmation.

@« AP Ac_ldresses behind Gateway bazed on Topology

" Manually Defined I

Show YN Domain |

the WP domain manually.

™ Ezportable for SecuRemote/SecureClient

.

& Mo %PM domain iz defined. Either edit the interface topology, or define

j Hew..

Cancel Help

FIGURE 37 Gateway A Topology page

13 Under vPN Domain, select All IP addresses behind gateway based on topology information.

14 Click Add to define the interfaces.

15 Define interface AL as shown below (FIGURE 38).

Interface Propetties ﬂ Interface Propetties

General | Topalogy |

Topology

General  Topolagy |

" External (leads out to the intermet)

& {ntemal [leads to the local network}

Marme: JaL
P Address: I‘I 0561
Mot Mask:  [256.256.2560

Mote: the interface name must exactly match the
name the operating spstem uses for this interface.
See help for further information.

Anti-Spoofing

IP Addresses behind this interface:

" Not Defined
& Network defined by the interface IP and Met Mazk

" Specific:

2|

[+ Perform Anti-Spoofing based on interface topology

Spoof Tracking: © None % Log & Alert

o]

Cancel | Help |

QK I Cancel Help

FIGURE 38 Gateway A Interface AL Properties
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16 Define interface AW as shown below (FIGURE 39).

Interface Properties

General | Topalogy |

Mame: IAW'
|P Address: 14151617
MetMask:  [256.256. 2560

Mote: the interface name must exactly match the
name the operating spstem uses for this interface.
See help for further information.

Interface Properties

General  Topolagy |

Topology

% Extemal [leads out to the internet}

" Intemal (leads to the local netwark)
|Fsddresses behind this interface:
€ Mot Defined
| Network defined by the interface [P and Met task

| Specific:

2|

Anti-Spoofing
[+ Perform Anti-Spoofing based on interface topology

Spoof Tracking: © None % Log & Alert

o]

Cancel | Help |

QK I Cancel Help

FIGURE 39 Gateway A Interface AW Properties

Gateway A’s topology is shown in FIGURE 40.

Check Point Gateway - Gatewayf

Topology

et Topology... |

General Properties

Mame | IP Address .. | Metwork Mask ... | IP Addreszes behind interface

AL 10561

Logs and Masters 4 |

2552652550
A 14151617 285.255.256.0 External

This Metwork,

Advanced

Edi. |

Eemove Show |

Show all IPs behind Gateway |

WPM Damain

infarmation.

& &l |P Addresses behind Gateway based on Topology

" Manually Defined I

Show WPM Diomain |

™ Ezportable for SecuRemote/SecureClient

Cancel Help

FIGURE 40 Gateway A Topology

page 26



Scenario 2 Configuration

Gateway A — VPN

17 Open the vpN page (FIGURE 41) and click Add (under vPN).

Check Point Gateway - Gatewaph ﬂ
General Properties ¥PN
Topology This module participates in the fallowing WPMN Communities:
MAT
+- S|
+- Remote Access
Extranet
Authentication
LDAP Account b anage
+- Logs and Masters Add.. |
Capacity Optimization
+- Advanced
Traditional mode configuratian... |
Certificate List
Mickname | DM Certificate Authority
N 2
Add.. | |
™ Use Backup Gateways: | J
. 2

QK | Cancel | Help |

FIGURE 41 Gateway A VPN page

18 In the Add This Gateway to Community window (FIGURE 42), select the VPN Community you defined earlier
(FIGURE 30 on page 21) and click ok.

Add This Gateway To Communi ll

OuryPRCommunity|
:):(:: Remote-Access
SiteToSiteP

QK I Cancel | Help |

FIGURE 42 Add This Gateway to Community

Adding the Gateway’s Certificate

19 In the vpeN page of Gateway A’s Properties window (FIGURE 41), click Add (under Certificates) to open the
Certificate Properties Window (FIGURE 43).

Adding a gateways’ certificate consists of the following:

= Generating a certificate request, that is, a request for the Certificate Authority to issue a certificate for this
gateway (step 22 on page 28).

= Submitting the certificate request to the Certificate Authority (step 23 on page 28).
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= Getting the certificate from the Certificate Authority (after it has been issued) and saving it to a file (step 24
on page 28).
= Adding the certificate to the gateway (step 25 on page 29).

Certificate Properties x|

Certificate Mickname: ImPEe”F'UmKe””P

— Certificate Creation

Lertificate Authority

K.ey pair generation and storage

{* Store keps on the Management server

" Store keys on the Module [hardware storage)

Generate the Certificate: Generate... |

“Wiew the Certificate: Wiew |
QK I Cancel | Help |

FIGURE 43 Certificate Properties window
20 Specify a nickname for the certificate.

21 Select a Certificate Authority.

Note - The Certificate Authority “kenny” was defined earlier (see “Define a Certificate
Authority” on page 21).

22 Click Generate.
A certificate request will be created for submission to the Certificate Authority.

23 Submit the certificate request to the Certificate Authority.
The details of how to do this depend on the Certificate Authority.

24 Get the certificate from the Certificate Authority and save it in a file.
The details of how to do this depend on the Certificate Authority.
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Certificate Properties

Certificate Mickname: ImPEe”F'UmKe””P

— Certificate Creation

Lertificate Authority

K.ey pair generation and storage

{* Store keps on the Management server

" Store keys on the Module [hardware storage)

Generate the Certificate Request:

“Wiew the Certificate: Wit |

Get the Certificate from a file [obtained Get
from the Certificate Authority]: ikl

QK | Cancel | Help

Define Gateway B

Gateway B — General Properties

Interoperable Device.

- Check Poir ST 3 Check Point

Delete
Query Objects...
E d L
Sxptan 5 Domair...
o DSE Device..
v Do not show empty folders
Groups
Logical Server...

Address Range...
Dynamic Object. ..
WolP Domains

FIGURE 44 Certificate Properties window after certificate request was generated

FIGURE 45 Defining an interoperable device from the object tray

25 Add the certificate to the gateway by clicking Get in the Certificate Properties window (FIGURE 44) and
browsing to the file you saved in the previous step.

26 In the object tray at the left of the screen (FIGURE 14), right-click Interoperable Devices and select New
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27 Define Gateway B (FIGURE 46).

Interoperable Device - GatewayB

ble Device - G Properti

Mame: IGatewayB
IP Address: |22.23.24.25 Get address |

LComment: I

cor | I |

QK I Cancel Help

FIGURE 46 Gateway B General Properties
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28 Open the Topology page (FIGURE 47).

Interoperable Device - GatewayB

General Properties Topology
|
- WPN et Topology...
WP Advanced Mame | IP Address | Metwork Mask | |IP Addreszes behind interface
4]
pdd. || Edt. | | Bemewe Show |

Show all [Pz behind Gateway |

WPM Damain

infarmation.

@« AP Ac_ldresses behind Gateway bazed on Topology

" Manually Defined I

Show YN Domain |

the WP domain manually.

™ Ezportable for SecuRemote/SecureClient

.

& Mo %PM domain iz defined. Either edit the interface topology, or define

Cancel

j Hew..

Help

FIGURE 47 Gateway B Topology page

29 Under vPN Domain, select All IP addresses behind gateway based on topology information.

30 Click Add to define the interfaces.

31 Define interface BW as shown below (FIGURE 48).

Interface Propetties ﬂ Interface Propetties
General | Topologyl General Topology |
Topology
Mame: IBW

|P Address:  |2223.24.25

et Mask: |255.255.255.D

Mote: the interface name must exactly match the
name the operating spstem uses for this interface.
See help for further information.

% Extemal [leads out to the internet}

" Intemal (leads to the local netwark)

|Fsddresses behind this interface:

& Mot Defined

| Network defined by the interface [P and Met task

| Specific:

2|

QK I Cancel | Help |

()8 I Cancel

Help

FIGURE 48 Gateway B Interface BW Properties
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32 Define interface BL as shown below (FIGURE 49).

Interface Propetties ﬂ Interface Propetties ﬂ
General | Topologyl General Topology |
Name: IBL Topology
|P Address: |1?2_23_91_1 " External (leads out to the intermet)
Net Mask: |255.255.255.D & Intemal (leads to the local netwark)
IP Addresses behind this interface:
" Not Defined

Mate: the interface name must exactly match the " iNetwork defined by the interface P and Net Mask:

name the operating spstem uses for this interface.

See help for further information.  Specific: j

QK I Cancel | Help | QK I Cancel Help

FIGURE 49 Gateway B Interface BL Properties
Gateway B — VPN

33 Generate a certificate for Gateway B in the same way you generated a certificate for Gateway A (see step 19 on
page 27 through step 26 on page 29).
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Define the VPN Community Parameters

34 Double-click on the VPN Community’s icon (FIGURE 50).

=2 Security I =1 Address Translation I 1@1 SmartDefense @ ¥PM Manager |

iy = iy

CurYPMCommunity Remote-Access SiteToSiteVPM

FIGURE 50 VPN Communities

In the Participating Gateways page (FIGURE 51), you can see both GatewayA and GatewayB.

Meshed Community Properties - Our¥PNCommunity ll

Participating Gateways

All the connections between the YPM Domaing of the Gateways

PN Properties below will be encrypted.
Advanced Properties Farticipant G iy
i Shared Secret
B Gatewayd,
% GatewayB e
bdd.. | Edt.. | Remove |

QK I Cancel Help

FIGURE 51 Participating Gateways page
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35 In the VPN Properties page (FIGURE 52), set the IKE (Phase 1) and IPSec (Phase 2) properties (see TABLE 1
on page 2).

Meshed Community Properties - Our¥PNCommunity ll

- General ¥PHN Properties

- Participating G ateways
wcluded Services IKE [Phaze 1] Properties

Froperties

- Advanced Froperties Perform key exchange encryption with: |3DES vl
i Shared Secret
Perform data integrity with: ISHm vl

|IPzec [Phaze 2] Properties

Perform |Psec data encryption with: |3DES 'l
Perform data integrity with: ISHm vl

QK I Cancel Help

FIGURE 52 VPN Properties page

page 34



Scenario 2 Configuration

36 In the Advanced Properties page (FIGURE 53), set additional IKE (Phase 1) and IPSec (Phase 2) properties (see
TABLE 1 on page 2).

Meshed Community Properties - Our¥PNCommunity ll

- General Advanced Properties

i Participating Gateways
Excluded Se.rvic:es IKE (Phase 1]
WPM Properties

vanced Properties: Uze Diffie-Hellman group: Group 2 (1024 bit) =
i Shared Secret
Benegotiate [KE security associations every |430 3: minutes

™ Use aggressive mode

|IPzec [Phase 2]

¥ Use Perfect Forward Secrecy
Usze Diffie-Hellman group: IGTUUD 21024 bit) vl

Benegotiate |IPzec security associations every IBBDD 3: seconds

™ Suppaort Site to Site IP compression

Bezet AllVPN Properties |

[~ Disable NAT inside the ¥PN community

NAT

QK I Cancel | Help |

FIGURE 53 Advanced Properties page

37 Define a security policy that will allow the required encrypted communication. (Figure 53)
Add a rule using Rules ->Add rule ->top

38 Edit the rule:
VPN: Edit cell... and select Only connections encrypted in any Site-to-Site VPN Community

39 Service: Specify the allowed services that are to be encrypted (eg: Authenticated Group, and icmp-proto)
40 Action: Change to Accept

41 Track: Change to Log

42 Add a final rule to drop any other communication Rules ->Add Rule ->Bottom

43 Save the Policy File ->Save

sutherticated & sccent Log

1 * Any * Any L
22, icmp-proto

- * Any * Any IE‘Any Traffic * Any @drop = Mone

FIGURE 54 The Security Policy

44 Install the Policy on Gateway A.
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Define Routing
45 In the Operating System, define Gateway A’s default gateway.
Configuration Complete

All communications between Network A and Network B will now be encrypted by Gateway A and Gateway B.

The configuration for scenario 2 is now complete.
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