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Scenario 1. Remote Client-to-gateway with preshared secrets

A. Configure SoftRemote Firewall Settings
1. Open SafeNet SoftRemote Security Policy Editor by double clicking the SoftRemote

system tray icon.

Select Firewall Settings from the Options dropdown.

Choosing Add VPN destinationsto the Firewall’s Trusted Local Zone will

automatically map all VPN destinations in the policy Trusted Local Zone. Thiswill

avoid blocked traffic; warning messages or prompts if unchecked. See Local Zone

Properties and samples bel ow.

4. Choosing VPN connections require the firewall to be enabled, will block VPN traffic
if the Firewall is shutdown.
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Policy Editor Firewall Options Settings sample

Firewall Settings §|

[v Add VPN destinations to the firewall's tusted Local Zone.

[v WPM connections require the firewall to be enabled.

Cancel

ZoneAlarm Security Settings sample
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ZoneAlarm Programs settings sample
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Click. here to upgrade to Zonedlarm Pro. a

ZoneAlarm Local Zone Properties sample



Local Zone Properties E|

Ize thiz dialog to specify the computers in your Local Zone.

- Click the Add button to add computers to your Local Zane.

- Click the Propertiez button to edit a computer's properties.

- Click. the Remove buttan to remove computers from your Local Zone.

Adapter Subnets &dd x>

[ Lite-On Communications Compatable PCI Fast Et
Other Computers

[¥ wag rew [10.10.10.0/255.255.255.0) Help

dilid

[¥l [WPH] wg [192.162.0.0/255.255.0.0)

4 ?

Thesze entriez comezpond to networks, The list of networks iz created
and maintained automatically by Lonedlarm. Wetwarks can only be
included or excluded in the lozal zone and only the description can be
edited. Metworks cannot be added or removed by hand.

1] | Cancel |

Thefollowing is atypical client-to-gateway VPN that uses a preshared secret for authentication.

172.23.9.0/24
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| Client A |=====] Internet |=====| Gateway B |----- |
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0.0.0.0 22.23.24.25 172.23.9.1 |--

Client A connectsto theinternal LAN 172.23.9.0/24 viathe Internet through Gateway B's WAN interface
22.23.24.25. Gateway B isto be configured for RAS clients with dynamic IP addressing. In other
configurations static | P addressing could be used, such as LAN, PPPoE, ISDN, and NT RAS connections.

The IKE Phase 1 parametersused in Scenario 1 are:



Main mode

TripleDES

SHA-1

MODP group 2 (1024 bits)

pre-shared secret of "hr5xb84|6aa9r6"

SA lifetime of 28800 seconds (eight hours) with no kbytes rekeying

To set up client policy Phasel for Gateway B for this scenario, use the following steps:

1. Open SafeNet SoftRemote Security Policy Editor by double clicking the SoftRemote system tray
S
icon.

To Add anew connection right click on My Connections, choose add — connection.

Name the new connection Remote Client A.

Set Connection Security to Secure.

Set the ID Type to | P subnet in Remote Party Identity and Addressing.

Set the Subnet and Mask to 172.23.9.0 / 255.255.255.0 in Remote Party |dentity and Addressing.
Set Protocol and Port to All, default setting.

Check the box Connect using “ Secure Gateway Tunnel”.
Set Gateway 1D typeto |P Address and enter the Gateways | P address 22.23.24.25.
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Si Security Policy Editor - SafeMet SoftRemote
File Edit Options Help
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Y=Y P Address
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Click here to find out about program add-onz.




10. Open the My Identity Section of the connection by double clicking Remote Client A or clicking
on the + next to Remote Client A.

11. Set the Select Certificate to “None” for Pre-Shared Key in the My Identity field

12. Click on the Pre-Shared Key button.

13. Click on the Enter Key button and enter the Pre-Shared Key "hr5xb84|6aa9r6" in the field
provided, then click OK.

14. TheID type and name will default IP Address and name “Any” isgrayed out below |P Address.

15. Port will default to All due to the previous port and protocol settingsto All.

16. Set the Virtual Adapter to Disabled, to use the VA set it to Preferred or Required, thiswill require
a Gateway that does Mode Config.

17. Set the Internet Interface to Any which will default the IP addressto Any.

Si Security Policy Editor - SafeMet SoftRemote
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Enter ke

Enter Pre-Shared Key [at least 8 characters)

Thiz key iz uged during Authentication Phasze if the
Authentication kMethod Propozal iz "'Pre-Shared kep''

xxxxxxxxxxxxxa-1

ok | Caricel

18. Open the Security Policy section of connection Remote Client A.

19. Set the Security Policy Phase 1 Negotiation Mode to Main Mode.

20. Leave Enable PFS unchecked since it is not being used by the Gateway. To use PFS, check the
box Enable PFS and select DH group 2.

21. Check Enable Replay Detection.

S Security Policy Editer - SafeNet SoftRemote
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T Jther Conrections

Cnablz Merfect Forward Secrecy [MT5]

v Enablz Repley D=atection




22. Open Proposal 1 of Authentication (Phase 1) by double clicking Security Policy then double
clicking Authentication (Phasel).

23. Authentication Method and Algorithms will default to Pre-Shared Key due to our previous
selection in “My ldentity”.

24. Set Encryption Algorithm to Triple DES.

25. Set Hash Algorithm to SHA-1

26. Set the SA Life to Seconds and enter 28800 seconds, this field can be left Unspecified since the
client will respond to Gateway initiated re-keying.

27. Set the Key Group to DH Group 2.

$1 Security Policy Editor - SafeNet SoftRemote
File  Fdit  Opkinns  Helh
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The IKE Phase 2 parameters used in Scenario 1 are:

TripleDES

SHA-1

ESP tunnel mode

MODP group 2 (1024 bits)

Perfect forward secrecy for rekeying

SA lifetime of 3600 seconds (one hour) with no kbytes rekeying

Selectorsfor all IP protocols, al ports, between 0.0.0.0 and 172.23.9.0/24, using |1Pv4 subnets



To set up client policy Phase2 for Gateway B for this scenario, use the following steps:

28.

29.

30.
31.
32.
33.
34.

35.
36.

Open Proposal 1 of Key Exchange (Phase 2) of Remote Client A by double clicking Key
Exchange (Phase 2) or clicking on the + of Key Exchange (Phase 2).

Set the |PSec Protocols SA Life to Seconds and enter 3600 seconds, this field can be | eft
Unspecified since the client will respond to Gateway initiated re-keying.

Leave Compression set to None.

Check the box Encapsulation Protocol (ESP).

Set the Encryption Algorithm to Triple DES

Set the Hash Algorithm to SHA-1.

Set Encapsulation to Tunnel.

Save the policy by clicking on the diskette image or click on the File tab and save changes.
To connect to the 172.23.9.0 network, first connect to the Internet, then ping or ftp a host behind
the Gateway, use the connection monitor and log viewer to monitor the session establishment.

L ook for the system tray icon to get akey and a green bar will indicate when secure traffic passes.
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Scenario 2: Client-to-gateway with certificates

Thefollowing isatypical Client-to-gateway VPN that uses PKIX certificates for authentication.
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Client A connectsto theinternal LAN 172.23.9.0/24 viathe Internet through Gateway B's WAN interface
22.23.24.25. Gateway B isto be configured for RAS clients with dynamic I P addressing. In other
configurations static | P addressing could be used, such as LAN, PPPoE, ISDN, and NT RAS connections.

The IKE Phase 1 parameters used in Scenario 1 are:

Main mode

TripleDES

SHA-1

MODP group 2 (1024 hits)

Authentication with signatures authenticated by PKIX certificates; both Remote Client A and
Gateway B have end-entity certificates that chain to aroot authority called "Trusted Root CA™
e SA lifetime of 28800 seconds (eight hours) with no kbytes rekeying

Certificate Section

To obtain aRoot CA and Personal certificate for this scenario, use the following steps.

Open Certificate Manager by right clicking the SoftRemote system tray 1con and selecting Certificate
Manager or selecting Certificate Manager from the Options tab of the Security Policy Editor.

SoftRemote has support for the Microsoft Internet Explorer certificate stores. Certificates that exist in the
Browser certificate store can now be marked as being trusted for |PSec operations. This allows usersto
obtain certificates through SoftRemote Certificate Manager or through Microsoft Internet Explorer.
Please review Microsoft’ s documentation of browser certificates trusted for 1PSec operations.

1. Select the Root CA Certificates tab and retrieve or import the CA certificate.
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S Certificate Manager - SafeMet SoftRemote

My Cerificates  Foot C& Certificates l Trust F'u:uliu:_l,l] Cé, Eertificates] R, Eertificates] CRLs ] Hequests] About ]

& Cdy iz an organization that izsues certificates. Foot CA certificates are self-zigned,
with the zame lszuer and Subject.

[v Show only trusted roots,
Trust palicy - trust these roots for IPSec: ™ configured roots © issuers of my certs © all roots

Wi

Werify

Export...

L f

Hetneve LA Certihicate, . Impart Certificate. .

3

Cloze Help

2. Online CA retrieval, enter CA domain name and path to CA server such asan IP address or URL.
Once the CA cert has been imported or retrieved it can be viewed or verified with the tabs on the

right side of Root CA Certificates.

Retrieve CA Certificate Online

Ca Domain [i.e. syz.com); ||

Online Certificate Server: |

[Server DMS name "hostspz.com', [P address or URL.]

] Cancel

3. Toimport the CA certificate from afile or local machine store use the import CA cert option.
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Import CA Certificate

Loak jn: |@ Deskiop ﬂ =5 Ef-

BM';.H Documenks
j My Computer
HMy Metwork, Places

File name: AT emphCaCert. cser
Files of type: |Serialized Certificate Store [*.czer) j Cancel |

[v [mpart certificate to local machine store

4. With avalid CA Certificate a Personal Certificate can now be retrieved or imported from the

options under the My Certificates tab.

S certificate Manager - SafeMet SoftRemote
My Certificates l oot Ca, Eertificates] Trust F'u:uliu:_l,l] Ca Eertificates] R, Eertificates] CRL= ] Hequests] About ]

Perzonal certificates identify vou to people and security gateways pou communicate with.
Perzonal certificates are signed by the certificate autharity [CA] that izzued them.

Show certificates for: © wsers O thiz computer @ all Bl

jhallplla's SafeMet QA 1D
wpgal's SafeMet A 1D

MWigw

Werify

Delete...

Wil

RBequest Certificate. . Import Certificate. .

Cloze Help

3
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5. Usethe Online Certificate request form for SCEP request. Enter the Subject Name,
Subject Alternate Name information as required by your CA. Enter a Chalenge
Phase, select the Issuing CA, set the Key Generation Option if desired, choose an
enrollment method (Online is default). Under the Advanced tab the Cert Key size can
be specified and the CSP can be specified in the case of Smart cards or other special
CSP requirements. The Advanced option in most cases can be |eft at the default
setting.

$1 Online Certificate Request - SafeMet SoftRemote

Generate a Private/Public key pair and request a perzonal certificate.

Subject Mame k.ey Generation Options:

[ Erter Subject Mame in LDAP format
[ Generate exportable key

*M ame: |

D epartment: |
Enrallment Method:

&+ Online
State: | Coirtry: ™ File-bazed

Company: |Safenet

Subject Alternate M ame

Email: | &dvanced...

Diomain M arne: |

IF Address: “Required Fields

Dnline Fequest Information

Challenge _QK
Phraze: |
Confirm Cancel
Challenge:
lssuing CA: | QAW2KCA - SafeNet -

6. Optional File based Certificate Request Form.
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S‘] File-based Certificate Request - SafeMet SoftRemote

Generate a Private/Public key pair and request a personal certificate.

Subject Name
[ Erter Subject Mame in LDAP format

I ame: |

Department; |

Company: |
State: | Courtry: l_

Subject Alternate M ame

E rmail: |

Darmain M arne: |

IP Address: *Required Fields

FRequest File

Filerarne: |

Browse...

K.ey Generation Options:

| Generate exportable key

Advanced...

LCancel

i

7. Manual Personal Import Certificate Form.

14



X]

Import Personal Certificate

Import Type
{+ PECS5#12 Personal Certificate

(" Certificate and Frivate K.ey File

" Certificate Bequest Besponse File

Iv Impart certificate to lozal machine store.

Browse. ..

| _eows. |

Fazsword: |

Certificate File:

8. Use the Request tab in Certificate Manager to Retrieve Personal Certificate Requests for CA's
that do manual cert approvals.

S certificate Manager - SafeMet SoftRemote [5__<|
Py Eertificates] Root T Eertificates] Truszt F'u:uliu:_l,l] Ca, Eertificates] R, Eertificates] CRL: FReguests l.-'-‘-.l:u:uut ]

These are certificate requests far which a coresponding response has nat pet
been received. ‘When a responze iz received, the request iz removed from thiz

list. Granted certificates are added to "My Certificates". Bl

[

Cloge Help




9. Set the CA Trust settings according to your security officer’s recommendations, Trust specific
root CA’sisthe default.

S| certificate Manager. - SafeMet SoftRemote E'

by Eertificates] Root Ca Certificates  Trust Palicy l Ca, Eertificates] Fié, Eertificates] CRL: ] Hequests] About ]

Yaur trust policy determines which roat CAz are trusted for IPSec sessions. IF a roat Ca
iz untruzted, certificates izsued by this Ch are conzidered invalid. Trust policy applies to
your personal certificates as well as to remote parties' certificates. Bl

Specify which root certificate authorities [Chz] o tust

{* Trust specific root CAz [configure on the Root CA Cerificates tab). These arEs
froot Cs that have a certificate purpose of IP zecurity, :

7 Trust Cés that have issued a local personal certificate.

£ Trugt all root Cas installed on this computer.,

Cloge Help

10. Use the CRLs option in Certificate Manager if your CA supports importing or updating
CRLs.

16



S Certificate Manager - SafeMet SoftRemote E|

by Eertificates] Root CA Eertificates] Trust F'u:uliu:_l,l] Ca Eertificates] R Cerificates  CRLs lHequests] About ]

Thesze are certificate revocation lists [CRLz). Each CRL containg a list of revoked
certificates. CRLs are publizhed periodically by Certificate Autharities, and indicate
which certificates izzued by them are no langer walid.

S|

[ e |
[

Impart CRL... pdate All CRLs. ..

Cloze Help

To set up client policy Phasel for Gateway B for this scenario, use the following steps:

1.

©COoONOOR~WN

Open SafelNet SoftRemote Security Policy Editor by double clicking the SoftRemote system tray
S
icon.

To Add anew connection right click on My Connections, choose add — connection.

Name the new connection Remote Client A.

Set Connection Security to Secure.

Set the ID Typeto IP subnet in Remote Party Identity and Addressing.

Set the Subnet and Mask to 172.23.9.0 / 255.255.255.0 in Remote Party |dentity and Addressing.
Set Protocol and Port to All, default setting.

Check the box Connect using “ Secure Gateway Tunnel”.

Set Gateway 1D typeto |P Address and enter the Gateways | P address 22.23.24.25.

17



Si Security Policy Editor - SafeMet SoftRemote
File Edit ©Options Help

SIEILRES[= 1 3K9 S
Metwark. Security Policy
=1-] My Connections Connection Security
@%hj.z:?jeﬂi:lﬁ i 3:::4;':”[& % [ Only Cannect M anually
" Block

Remate Party [dentity and Addreszing

D Type |IF' Subriet j
Subnet: {172.23.9.0

Mask: |255 255, 255.0

Port | J | Protocal | Al -

[+ Connect using |Secure Gateway Tunnel j

22232425

Click here to find out about program add-ons.

10. Open the My Ildentity Section of the connection by double clicking Remote Client A or clicking
on the + next to Remote Client A.

11. Set the Select Certificate to a specific PKIX certificate or set to Select automatically during IKE
negotiation in the My Identity field

12. Set the ID type and name that matches your Certificate requirements.

13. Port will default to All due to the previous port and protocol settingsto All.

14. Set the Virtual Adapter to Disabled, to use the VA set it to Preferred or Required, this will require

a Gateway that does Mode Config.
15. Set the Internet Interface to Any which will default the IP addressto Any.
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${ Security Policy Editor - SafeNet SoftRemote
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16. Open the Security Policy section of connection Remote Client A.
17. Set the Security Policy Phase 1 Negotiation Mode to Main Mode.

18. Leave Enable PFS unchecked since it is not being used by the Gateway. To use PFS, check the

box Enable PFS and select the desired DH group type.

19. Check Enable Replay Detection.
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20. Open Proposal 1 of Authentication (Phase 1) by double clicking Security Policy then double
clicking Authentication (Phasel).

21. Authentication Method and Algorithms will default to RSA Signatures due to our previous
certificate selection in “My |dentity”.

22. Set Encryption Algorithm to Triple DES.

23. Set Hash Algorithm to SHA-1

24. Set the SA Life to Seconds and enter 28800 seconds, this field can be left Unspecified since the
client will respond to Gateway initiated re-keying.

25. Set the Key Group to DH Group 2.
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Si Security Policy Editor - SafeMet SoftRemote
File Edit ©Options Help
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The IKE Phase 2 parameters used in Scenario 1 are;

TripleDES

SHA-1

ESP tunnel mode

MODP group 2 (1024 hits)

Perfect forward secrecy for rekeying

SA lifetime of 3600 seconds (one hour) with no kbytes rekeying

Selectorsfor al IP protocals, al ports, between 0.0.0.0 and 172.23.9.0/24, using | Pv4 subnets

To set up client policy Phase2 for Gateway B for this scenario, use the following steps:

26. Open Proposal 1 of Key Exchange (Phase 2) of Remote Client A by double clicking Key
Exchange (Phase 2) or clicking on the + of Key Exchange (Phase 2).

27. Set the IPSec Protocols SA Life to Seconds and enter 3600 seconds, thisfield can be left
Unspecified since the client will respond to Gateway initiated re-keying.

28. Leave Compression set to None.

29. Check the box Encapsulation Protocol (ESP).

30. Set the Encryption Algorithm to Triple DES

31. Set the Hash Algorithm to SHA-1.

32. Set Encapsulation to Tunnel.



33. Savethe policy by clicking on the diskette image or click on the File tab and save changes.

34. To connect to the 172.23.9.0 network, first connect to the Internet, then ping or ftp a host behind
the Gateway, use the connection monitor and log viewer to monitor the session establishment.
§Ok for the system tray icon to get akey and a green bar will indicate when secure traffic passes.

$1 Security Policy Editor - SafeNet SoftRemote
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